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11 Bfs=

1.1.1 BHRA5EE)L: Blockchain

Blockchain & FF 954 Bitcoin Z5H A3 IKATA » Hirh ARBEAE LA B
B > 25 EERE T HLUE o X HLUFEH - BEE IS M e KK » 4 X
S5 NECAWRIE I > K&K B AR H & Lk A+ FE %% Blockchain JX — i @ 5
AT AGHT AR S o RS T HEARRR ST > XEUREROR L SRR » 22
RN TREE TEARE - 2R ARG BIYE RO RS o gmiRE - #SEIRIE5
Bro EL 0 FUFY 0 BEmER o MR EEL N FRATR — DN 2R RIS o 7ER
TEARIT R B AR AT AR AE R > Blockehain i W/ INRIK 2 AR CMEF AR X 22
W T R 2NES > BESUE Y NTRAERS > SIRBRRED - RaEsEES
WHEMERTE @ Z — © 7 Blockchain JF4EY decentralized FYEARFZI R » i 1
# R Z 21 Blockchain Z24t#0 2 MUIFHIRITEAFELAE Github FIFARZAE © X5t
PAHRE T —FPMREF 927 > Blockchain BRI 7 85E& 0k » FF IR - FRAR
FI2E S G T AR LB R o

1.1.2 M2 EELIRY & Go-Ethereum 158

MIERIEE IR A A R - B W28 SRRl IR AR 72 2 > 28 58 S AN 8 (S IR
PREREBG SR o AR RO NE RN AT A R - AR R GtHI2
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ITRCERK 2R ER & 0 I BB IR B PERE R IR o IX L BLAl S i &
IRE R I HCE B R BRI E M o TEASKRIHE TN - BuiifiRss /A
MERFRIMERE L R S — B IR ARKHIRA o A RIER R AR ZW
WA AER o — AR LUKRIRHS /A ] (i.e, Google * MS  Oracle * Snowflake * and Al-
ibaba) NAERHLMEARSSH o 55 —Hh/2 2L Blockchain HoR{E O EHME
T o FEIX S > Ethereum K EAESZSE Y 2 TLMAIGLE o Ethereum
TEJy7E A Public Chain HAE M E TEREBKNAES LS - Ethereum K HAE
RGN T — K5 F R ICTE B9 AR WA FE BN REH EAR » rBR
FoR5I A% Ethereum KHAZSH I HFFSHI 51908 Blockchain SR F K
J& o MIHENURRI R ESH EF - MBRNFEEEFFIRETE - #il40 Linux © Android
WA FEABKIAEMR T o HTXRIHNRBES I EREIE > 5 REFNAES
a3 RASATIRAWRIIF & A R ETIX LI B R R R 2 H N © Go-
Ethereum fE24 Ethereum HI{LFEFMEIVITIRCEL - BRTEZ80 TZH9ITHI > # F
£ 7 ZRRAA /BEE /Layer-2 3% 5=/ (e.g., Quorum, Binance Smart Chain, Scroll,
Arbitrum , Optimism) o A& 2Mf175 » Ethereum IAHE AL EZ AT RS
IDFRRZOALE © AL FERFF RN G /IFFE N B f# Ethereum B FISCELE R
KEBH] o

113 ABREEHR

—DMATERARZERMNREZ —2&: 2EAANFRMANIES £ AR
R& R BT RIS TR o HAT > X T 3E » AERFERUINE LTS
M (Crypto-based) HJ Bitcoin, &2 T fi#20)) T LI Webs #E2E (General-
Purpose) Y Ethereum * #f[X 175 3= JE A M BRI A £ FE A H & BRSPS SR i
ACEATTHEAEMER AN T A EAR o Phan > BRI IR Z N SORR I H 2 2 5
/R (Merkle Hash Tree) > {+2 2t 7w /RIARE EHE M (Merkle Patricia Trie) * {1
2B B M FIRAE (Directed acyclic Graph); BFT (Byzantine Fault Tolerance)
PoW (Proof-Of-Work) HiREEEERNX A, MU Blockchain &4 01147
DHRFIAAFER &5 (Double-Spending) @ (¥ J9{t 4 Ethereum =#%| DAO Attack
(Decentralized autonomous organization) & B[R] o

B2 A NBERMEGN TSI N AR RS E T o X THFFE AN RATT R
ANGRBE T RS A MR SSIRANTT - a8 RERMR I R4 LIER > HFARERER
5% Blockchain A TAEBEBE o SKMARE ZAE— X BT L —3K557K » DUEIEME o


https://scroll.io/

3 1.1 5{EEER

Fean > 24FR{111% % Ethereum H Transaction FJ4EanEIHARS » Bl SRS 25 2B 2
FKAHIBTE - “Miner T it &M B C4E47H) Transaction pool FHiZ&E#EE—2E Trans-
action HHT R —HTHY Block 17 © A4 5t % Miner /&/& 2 M4 H14KH(E| Trans-
action ? XUBHRT 2RI M Transaction pool Hi%EH(Z /) Transaction ? 4
XIgR 2868 Order #2 Transaction #T R X HHHINE ? #TELALIIAY Block 278
LI MERBGE HAM e ? FAGR T RER SR - R BIEEA R AR T bt
AR o Rt o X TR — S s B WA R TAEIR A A > DL BE AR A
X X HBE 2 S B ELAR R SCERA 1T A TR AT o S8R 24 (Database Management
System) #H{Yl » Blockchain 24 [FtEE—MLEMEKE » WHFEERE > E5HERZ
B E RBIRE B AS o N e RAETEEMN RGN HE » WS
WU T RN TIZ R TAEIR » A REA B AN E AR X [ THOR AR o

A ZFNLEH 2 M Ethereum $04T2H BRSS9 TAERIARA A » FEIRISYZE
T} > WL 3t AT LUK G0 A 25 BRI SE BRI AR S » DUR A I A28 & BRI
A o Go-ethereum J2LUKYWMNXY Go 1B KEAA » HATH LUK RS2
1o HAFR T Go-ethereum Z4b » Ethereum &% C++, Python > Java, Rust %
FHMIE S LIAIRRA o H1T Go-ethereum FIHDPETE R TEHT > JRIS 3 HT IS
PIRMERF LB BRI RS o (R » AR AR HANIEEEE T Go-ethereum ver-
sion 1.10.*(post-merge) A E SCHITHE o MHELT HAE B+t X 4EPIRRA > Go-
ethereum WHPFHERZ > FRLANARS @ IRAEHERIMNE © issues KL HE
HELR o HAMIES Y Ethereum SEHIRARE 9 7 5 & N BRI EEAMHE X%/ » 5
HOAAET A > B IP) R R T REME B 5 o [RIINE Go 1H S 1BILM B > A5 Mt o
NTEA Go IESHRERMILE » )RR IR B AR CREIZ AR o I FRATIEEE
Go-ethereum REGFE/ENFANN B LS TR ©

EEH (Merge) ZJg » LUKV ERREER R A W EREEAT 7AH o AR FHET
(Go-ethereum 19 55) #HAT T DREAE IR > i T HUWHICHITNRE - UE P TIZREAE
DURIM AR SRR RS EEINER o Bl > R B IHAT @ IRESHLER » BURIEE
FEARDREL 2 TR TS o FI > fENIFAFBFEAG » T # Go-ethereum
RIS ET AR AR S o

1.1.4 B2 E B BEX PRE R SIS 2

1. ETFLUKY4IT SEEL A SCRS R RHE X 8D o T Ethereum #4772 0%t E
HISEHT > — S R R AT S E P SR A B ELL T T2 RIESR > S E
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R T HRITAYIRNE o I > AN DSCEEAE AT AN RN o REEE o L5k
SRR A R BIAL o bhn - RZAIRRE R ERE] 0 fEFT EHHY Block AN
{1 > miner H1331% a batch of transactions M transaction pool 4T EEHTHI
block H o AR AT 1A SR A0 NAY LA AR

 Miner /&M 277 FAREEIRFHT LAY Transactions?

« Miner Z& T 24F£5HE M Transaction Pool Hi%+4% Transaction g ?

o POEFERT Transactions XJ2LUEFERINAT (Order) #4T ELEIX HLAHIIE ?

« fE#A1T Transaction [ EVM J2/E 411 5& gas used * MifRE Block H
Transaction f%(E?

o RSN gas RELIRITE Transaction Proposer [UIE ?

« EVM 2/E 4 f#% Contract Code ) Message Call FHH#{THIIE ?

 fE$14T Transaction I » 2+ ABH » EFEEEN Contract AL
77

+ Smart Contract IR &2 U 2B ? R EEH 4
7y ?

43519 Block ##1%] Blockchain H1 » World State XS fE (T4 ML » LA
277 X EHHIE ?

o WRLLEHEE TENAE > WRLLEEE T ELRZLE Disk HIE ?

2. HHTH Blockchain %435 A BEUEAF %4t (DBMS) S — R K RS HER
J7i%1E o 7£ Ethereum A& N AR RIS AR#RER BT RRRILAHNTT o IIRIGHI A
JE AR LAT RERZ A BB ANTT o MR > — DRI RERGE
DL DU HIREER:

o AL g 0 %44 0 %4 hash * Mining

o ML P2P 1 5B

o A RILIEBL: PoW, BFT » PoA

o HEEAYIfERARIEEL Solidity 4WiRIES © EVM iR es

o BUBEfFIEEDL: IRESEIRPE > Caching @ ZdE17(% > Index ’ LevelDB
+ Log HEMLL

e etc.

MAERARSEZINr > T DUk go 1S IR (RAYERIRER R) » Go-
ethereum HAIAER & [AIAH ELI I 26 2N B 2% » BRIE - A3 B s 1 75 XA



5 12 YRR — D RS RY R ?

RE AT BRAR AR [RIATA I SC % 0 DURE S5 AR AR SR BT T o

1.2 WMASEN—RERIBEEE ?

B B IR AR 2 —AE R HIELT o N T BRETHIEER - ATRA — 1D RGH
BRAR LRI TP DL

Level 4: #4## (Mastering)
— TESERPRARAEA b o ATDORHI RS — 2 25
— MRAELFRT K > BE RS
— AILUER 5 — Mt G S E B IA RS

Level 3: 5¢2#fi# (Complete Understanding)

— (EREARAOEEAE | o SRR AR RS ME BSR4 Y
— AEDRE A MR GEIRERSE HLE AL O 2 A RS 2R R B
— AJLUR R GUE MBS AR BB 37 5%

— AEXT RGP YA MR AR E

Level 2: #fi# (Understanding)

— PR RS APT

— TIRRGUS B 2

— VRS R DR IR A

— AEXT R GEHTHR  RE DA T A BB A/ B

Level 1: Tf# (Brief understanding)

— TRZAGURHHIEZE EH AR
— TRRRGHIN 5

— TR T EIRE

— AJLUEF 2GR 7 ) APT

RN LB ARIIZIE XK GIHIEIRAEAE] Level 2 - Level 3
[T <
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YIRS : Geth Start

AREEHEE:

1. go-ethereum fURL Y 32 H 45 o
2. geth 2/ R AT S BIHY o
3. YHfAIEM /TSN geth XA APTs o

2.1 4R geth?

geth BEUARVIEESET Go BEHFEAMUKRYINEAZF U BLMT
Ethereum PHY (B2 45) FHATA & EASSBIADIRERIER o FATTATLUAIE 53 geth
K217 —> Ethereum 755 o fELLKYT Merge ZJ5  geth 1EA 1 AT E 4k
BAELIKY SR EIEEZERIMER © go-ethereun ZHEE T geth &/ ACHS AL
K geth PeRZEAYHAMAREAN K — D 7E BRI E o TEA R h RN 28T
A go-ethereum fUHYE > M\ High-level ) API 8% > 5% Ethereum I
Workflow * Z—1#fi# Ethereum E/RSZEIAILATT o

NTITEX S FERE TORISCES > AT geth KFER go-ethereum & /7 it
¥ > F GETH k3R go-ethereum HI{CRDE o

JSEIDP SR

1. #TF go-ethereum fREGEFIIRAD » BATATLIGRFEH geth B GER ©
2. HITIEIT geth BFUmFEF AT LUSE— Ethereum 15 53 ©

6



7 2.1 42 geth?

2.1.1 go-ethereum Codebase 4514

Y LTI SR T AR Y A4 FE R #E A% Ethereum @ ARYE B SSINAE » FrAl]
AL go-ethereum XI5 A0 T L MEBR o

+ Geth Client it
Core BHESE LR
« State Management 5k

— StateDB #f5k
— Trie B

— State Optimization (Pruning)
« Mining 5t
EVM fHHt
o P2P M£5

— R
* Lo AR
% [XHUEHE
% XERBELHE

« Storage itk

- MR HIRER
— LevelDB A

HAl > go-ethereum A3 ZEH Y 3 2 H RGN AR

cnd/ UKBEESEAFELN—LE Command-line 12 - ZBER THENFERIMBE—NERIEBET
B CLI BB e
|— clef/ UKHEHHEHNKF EEERF.
|— geth/ UKHEHFHNTREFUE
core/  MAKIARZOMES > EIERLEURLEN > statedb » EVM FiZ BB R EIAL]
|— rawdb/ db HAXREEMZEHLE(TE ethdd MEEEM leveldb Z ERIEIEE)
}—accessors_state.go M Disk Level iEEY/BE AL State 1HXMIEIBRLEHM o

|— state/
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— statedb.go StateDB EEIBMAISF World State RZOMINIS > BTEEWE LA
B State HEXIRIE -
[— state_object.go state_object EBLAKIAMF (EIE EOA & Contract)?E StateDB E{KHY
S o
|— txpool Transaction Pool #HXAIED o
|— txpool.go Transaction Pool HIE{FIZIY o
|— types/ MUKIFHFRZOHEIELE
|— block.go  LAKI5 Block HIRVEIELEIIE X SHEXKK NI
|— bloom9.go LAKIHFFEABI— Bloom Filter HISZIL
|— transaction.go MAAYs Transaction HIBUELEMITE X SHHXERELSEH o
|— transaction_signing.go FAF3¥T Transaction H{TEZHIRKERFISLI o
|— receipt.go MUXBHRBWIBHIEI » AFIZRUKYF Transaction HITHER
|— vm/ MUARISHHZ O EVM HER—ERNEIREMME X
|— evm.go EVM FUREEHIFN T ERENX
|— instructions.go EVM }ESHIRMEHIEN » O ARBINZOHEIIZ O SUE
|— logger.go  FATFIEBIR EW HITXRZIEMNBEETZEOMNEN - ARSI Eeth/tracer-
s/logger/logger.go X o
|— opcode.go  EVM I1ESHNEEMIMN K o
|— genesis.go Bt XHAERAIREL o 1 geth B/ UK T R¥R{EHEBEERABAX

R o
|— state_processor.go EVM HITRRZHIZOMCIBIESE o
console/
|— bridge.go
|— console.go Geth Web3 iZHIGHIADO
eth/ Ethereun T //5H /B F IR EATHAEE XFISSH © GIANT5 RBBENXHAE > P2P LR ZH
XRMEL o

ethdb/ Ethereum ZSHI7FAERVAEXICIL, E3F leveldd EYIAA

|— leveldb/ Go-EthereumfEFEMYS Bitcoin Core version—#¥HLeveldb{ENZAHTEERAIEL
Ei1E
internal/ —ERNEMERNTEENES > LENEMXEAIHEL cmd BT E o 7193 Ethereum £
HEXNTAMMERERXNXMH4E -
miner/

|— miner.go W TAERAYSCIN o

|— worker.go Block generation HYSEER > G3EITE transaction > IWTHEEZEM Block
p2p/ Ethereum HJP2PIEHR

|— params Ethereum HI—LES¥AVECE » FIU0: bootnode HY enode ifiilk

|— bootnodes.go  bootnode HY enode it like: aws BY—LETi > azure HI—LET S
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» Ethereum Foundation BIFIm#1 Rinkeby MHRIAITI =

rip/ RLPEY EncodesS DecodeHItEX%

rpc/ Ethereum RPCE P imAYSCE]

les/ Ethereum light client BT AAISCI

trie/ Ethereum FREXFEEREIBLEM Merkle Patrica Trie(MPT) HYSEIR
|— committer.go  Trie [@ Memory Database IR3AZHIEMIT HEEK o

|— database.go Memory Database > & Trie #{#EF] Disk Database IRZZHIFIE]E o EBTIE
ST Trie BIRSAYIHAE o *+IEREE++
|— node.go MPTHREY T3 SR E XA R AE R BT K ©

|— secure_trie.go ETF Trie HWHEMLEN 5 trie FHREINEENER > Ridsecure_tried
B key B£&iThashKey()E#EhashiZh » TEBTIRRIRGERIEH keylE

|— stack_trie.go Block Hf#EFAY Transaction/Receipt Trie BYSZI

|— trie.go MPT B{ATHAERVERELSEI ©

2.2 Geth HRERUMfIEEIRY

2.2.1 7iZ%: Geth Console

YPAHEEEE — Ethereum 17 I > B EZI 77 AHZ FEE 712450
KATHRH geth B UL /T © geth 2 —PNET CLI BN » JE35h geth FIEF geth 1Y
DIREYE AP 35 Z(E A BLAE 2 RIRMF © geth 42t T — MEXTAUFH console K75
PV ASRMES o 43REE— R Ethereum HISCRHIINAE » TG LA T IXFEMIEE
A At geth 2H Go IEE WG » [HRIEE 77 XXAHH) Web3 # APT 25T
Javascript FIEH ?

X2 geth WE T — Javascript HIf#FE#S: Goja (interpreter) * >R/E N H
F'5 geth 22 H Y CLI Console ° BATAILIfE console/console.go HFHIKEITERYE X ©
// Console 1s a JavaScript interpreted runtime environment. It is a fully fledged
// JavaScript console attached to a running node via an external or in-process RPC

// client.
type Console struct {

client *rpc.Client // RPC client to execute Ethereum requests through

jsre *jsre.JSRE // JavaScript runtime environment running the interpreter
prompt string // Input prompt prefix string

prompter prompt.UserPrompter // Input prompter to allow interactive user feedback
histPath string // Absolute path to the console scrollback history

history []string // Scroll history maintained by the console



[ S B N

© ® N o e bW N e

FoE FHYHIHS: Geth Start 10

‘ printer {io.Writer // Output writer to serialize any display strings to

3

2.2.2 geth YifiMEshifk

T f# Ethereum *» A1 /5% T f# Ethereum %3 Geth 2/E4IB1THI © geth
EEWE AN T cnd/geth/main.go/main() BEEAL » T RAT/R ©

func main() {

if err := app.Run(os.Args); err != nil {
fmt.Fprintln(os.Stderr, err)
os.Exit(1)

}

}

FATAIAE R main() RECFFEERE - HEEIhRERR B 3h— M#EN T command
line @4 M) T H: gopkg.in/urfave/cli.vl o L A » BT KIAE cli app #IEA1E
RIS E P app.Action = geth ° VA geth() BREX o M geth() REGL R A TS
4] Ethereum i A THZE K EL > HACRGAT R AR o

func geth(ctx *cli.Context) error {

if args := ctx.Args(); len(args) > 0 {

return fmt.Errorf("invalid command: %q", args[0])
}
prepare(ctx)

stack, backend := makeFullNode(ctx)
defer stack.Close()

startNode(ctx, stack, backend, false)
stack.Wait()
return nil

1E geth() BRI - A=A LAE BRI EEOHA » 5332 © prepare() ’ makeFullNode() ’
LUM startNode() ©

prepare() BREUSLINBEAE Y ATHY main.go X o B EH TIRE —LL
RV EFRENEE o than - BAHEW B3N B B IX A]1E: Starting Geth on
Ethereum mainnet... §i/27E prepare() ERE-HHFTENHISRAY o

makeFullNode() FEIEXHISEIIALT cmd/geth/config.go XHH o B Geth |53
N a2 0 RSB E A IR stack 1 backend XL o HH stack
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Z— Node ZEAIFSH| > &2 4)d makeFullNode() PRI%XIEH makeConfigNode() BH
BORWIAIER) © Node & geth A= dn A AR B TARAY LA > EAFTE B KK P2P
Server, Http Server, Database <555 I E#HE I EHRIME o 5T Node KU
E XA TF node/node.go XXHH ©

IXHf¥ backend J2—* ethapi.Backend BUAYEE 1 > &1t TIRENLLK I BT IRIE
170 T FRBERF AR EIIAE o BIE AL T internal/ethapi/backend.go A ° T
XA TR R BGR S » T T HL T H AP AR 73 5% 5 BREA T (0 R S BRI 12 1 3t
HIEATNRE » AT RS ©

type Backend interface {

SyncProgress() ethereum.SyncProgress

SuggestGasTipCap(ctx context.Context) (*big.Int, error)

ChainDb() ethdb.Database

AccountManager() *accounts.Manager

ExtRPCEnabled() bool

RPCGasCap() uint64 // global gas cap for eth_call over rpc: DoS protection
RPCEVMTimeout() time.Duration // global timeout for eth call over rpc: DoS protectioi
RPCTxFeeCap() float64 // global tx fee cap for all transaction related APIs
UnprotectedAllowed() bool // allows only for EIP155 transactions.

SetHead(number uint64)

HeaderByNumber (ctx context.Context, number rpc.BlockNumber) (*types.Header, error)
HeaderByHash(ctx context.Context, hash common.Hash) (*types.Header, error)
HeaderByNumberOrHash(ctx context.Context, blockNrOrHash rpc.BlockNumberOrHash) (*type
CurrentHeader () *types.Header

CurrentBlock() *types.Header

BlockByNumber(ctx context.Context, number rpc.BlockNumber) (*types.Block, error)
BlockByHash(ctx context.Context, hash common.Hash) (*types.Block, error)
BlockByNumberOrHash(ctx context.Context, blockNrOrHash rpc.BlockNumberOrHash) (*type:s
StateAndHeaderByNumber (ctx context.Context, number rpc.BlockNumber) (*state.StateDB,
StateAndHeaderByNumberOrHash(ctx context.Context, blockNrOrHash rpc.BlockNumberOrHast
PendingBlockAndReceipts() (*types.Block, types.Receipts)

GetReceipts(ctx context.Context, hash common.Hash) (types.Receipts, error)

GetTd(ctx context.Context, hash common.Hash) *big.Int

GetEVM(ctx context.Context, msg *core.Message, state *state.StateDB, header *types.He
SubscribeChainEvent(ch chan<- core.ChainEvent) event.Subscription
SubscribeChainHeadEvent(ch chan<- core.ChainHeadEvent) event.Subscription
SubscribeChainSideEvent(ch chan<- core.ChainSideEvent) event.Subscription

SendTx(ctx context.Context, signedTx *types.Transaction) error

GetTransaction(ctx context.Context, txHash common.Hash) (*types.Transaction, common.t
GetPoolTransactions() (types.Transactions, error)

GetPoolTransaction(txHash common.Hash) *types.Transaction

GetPoolNonce(ctx context.Context, addr common.Address) (uint64, error)

Stats() (pending int, queued int)
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TxPoolContent() (map[common.Address]types.Transactions, map[common.Address]types.Trar
TxPoolContentFrom(addr common.Address) (types.Transactions, types.Transactions)

SubscribeNewTxsEvent(chan<- core.NewTxsEvent) event.Subscription
ChainConfig() *params.ChainConfig
Engine() consensus.Engine

GetBody(ctx context.Context, hash common.Hash, number rpc.BlockNumber) (*types.Body,
GetLogs(ctx context.Context, blockHash common.Hash, number uint64) ([][]*types.Log, ¢
SubscribeRemovedLogsEvent(ch chan<- core.RemovedLogsEvent) event.Subscription

SubscribelogsEvent(ch chan<- []*types.Log) event.Subscription
SubscribePendinglLogsEvent(ch chan<- []*types.Log) event.Subscription
BloomStatus() (uinté4, uint64)

ServiceFilter(ctx context.Context, session *bloombits.MatcherSession)

FATAT UL R ethapi.Backend # 10 FZ X AMEML T: 1. General Ethereum APIs,
X£E General APIs XAMERE T 2 1 X PURETT S BN R HE T » B4 ChainDb() ZX[H]
AT A DB 926, AccountManager(); 2. Blockchain #HZH APTs, fil4nsE FEHER
%14 (Block & Transaction), CurrentHeader (), BlockByNumber (), GetTransaction();
3. Transaction Pool 2% APIs, fil4l 4 %22 7 2 A1 /UHY Transaction Pool, DUk
TR G Transactions, GetPoolTransaction ©

HAT Geth fXEGEH > AP ethapi.Backend #IRYSLEL > 735l 1. T
eth\api_backend H1f] EthAPIBackend; 2. 7T les\api_backend [ LesApiBackend; [ifi
2 > EthAPIBackend 2L T8 %217 sif) Backend API iR, Ifii LesApiBackend $2
7427 A Backend APT iRSS o SEERURYL - AR B AR il — L3 RPC API »
AJLUTE ethapi.Backend # [1HE SCERER » F£45 EthAPIBackend NANEIRAYSEEY o

FEATRES KT > ethapi.Backend # [T FHR LA R EINAE » FH G AR A 4L
HIEEELSH (i.e. Transaction Pool, Blockchain) HI 8 3 o ARAAE R —NE MR ERE
Backend, MUK Backend =4 15 Node 262 LUK T E T sl 48 1%+
HIRFEIRERIRIE ?

FATE A makeFullNode() BREXFILUA L » A2 fK  ethapi.Backend #% HYIEH)
backend, eth := utils.RegisterEthService(stack, &cfg.Eth), JE&E T H—
Ethereum FEBIHYSEM eth XA Ethereum YA R LUK 1 UGS M HPAZ O HR BO R
L BRI T IR & RTRER AR Service ‘B SR AL B Y BRI LUKY;
HITIRENE Service, 71535 LUKY S BHAH RIS > ELan4Ed Blockchain FYEEHT -
HIRE L > M P2P M HIED X 0 [ P2P 1 RUZNRHI R 5 H IREI R Gt - 5
WEEIIRE o BATSTEGELEA IR Ethereum KRR HARSRLAIARSS ©

Ethereum SEAIFRIE | N IR E (S EAE A utils.RegisterEthService() BRI
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B o fE utils.RegisterEthService() FREH » HESMRIE L ATH config KA W7
42 i) Ethereum backend 267! > /2 light node backend 3£/ full node backend °
FBATTATLULE eth/backend/new() BREUH les/client.go/new() FFFLEXH AT Ethereum
backend [HSEH2 4 HIEA{ERT o Ethereum backend fYSEHI7E S T — L 5 JEJZ AL
B o b4l chainid > B E A RYILIRBEIRRIRAYSE o X PR S U AR 55 19— BLAY A X 51]
& light node backend &E/F 3 Mining k5% © 7E utils.RegisterEthService() BK
i) > M T Nodes.RegisterAPIs() BR%K » H#IAIA i) backend SEf T} ]
stack S ©

BEEERIYE 0 api_backend TEZH TAIMEALE ) > 80H 5 )5 m B A AR ai A 1]
TERAIEREY » Ethereum JXZEMYT B G > A T8 B /4201 RUS A A an &
HA o

Ba— DRBEEEL > startNode() HIMEH XK E 30— LUKTI#UT RAY T
Koo BT utils. StartNode() ERECKRARZ Node.Start() EIECKE3) Stack SL4
(Node) © 1E Node.Start() K+ » <% /Ji Node.lifecycles FHFMN G HRSEH > F
JEBNEAT o tEAP 2 7 startNode() BREH » S22 PEH T unlockAccounts() FREL » K
RSB E stack > DU IS stack.Attach() HEAIEE T 5 local Geth %X H.
%) RPClient f&t o

1 geth() BREMIR)G » BRECAIT AT stack.Wait() > 15 FL&A2H A T FHZEIR
& HAA S RER PRI AR SS 15 73 AR HA A PR gt T 4E S ©

2.2.3 Node

IEBAIATHER 2N > Node 2KAUHE geth (WA @ EIATEE T LA ek
YRS AINTEE RS I RS E 5 0 Lba4 # rpe server » http server * Web
Socket » LUK P2P Server #Mii# 1 o [FI > Node HR4E4 17 U T AT 7% 22 1) J5 i
HISEBIFIARSS (Lifecycles [ILifecycle) @ BIANFRAT] LR EIH 75T B IA Service fY
Ethereum 2% o

// Node i1s a container on which services can be registered.
type Node struct {

eventmux *event. TypeMux

config *Config

accman *accounts.Manager

log log.Logger

keyDir string // key store directory

keyDirTemp bool // If true, key directory will be removed by Stop
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dirLock fileutil.Releaser // prevents concurrent use of instance directory
stop chan struct{} // Channel to wait for termination notifications
server *p2p.Server // Currently running P2P networking layer
startStopLock sync.Mutex // Start/Stop are protected by an additional lock
state int // Tracks state of node lifecycle

lock sync.Mutex

lifecycles [JLifecycle // All registered backends, services, and auxiliary services
rpcAPIs [Irpc.API  // List of APIs currently provided by the node

http *httpServer //

WS *httpServer //

httpAuth *httpServer //

wsAuth *httpServer //

ipc *{pcServer // Stores information about the ipc http server

inprocHandler *rpc.Server // In-process RPC request handler to process the API requests

databases map[*closeTrackingDB]|struct{} // All open databases

2.2.3.1 Node X[

TERTEFRAHRE] > BN ELAZENVA T stack.Wait() ik A T BHZER
& o BRI UE T Node Z545 9758 7 — MUK stop Y channel © H1 73X 1> Channel
—EIEAWRE » T geth B FEHREABEA T FHEIRES » R8I RRIPATEALR
S5 AR o
‘// Wait blocks until the node is closed.

‘func (n *Node) Wait() {
. <-n.stop
b;

34 n.stop iX/)> Channel # T{EAVINE > geth TRREGR =15 1L S ATRIFHZEIRG
FEHEHATAE R — 25 R TR AR IE X DTG B2 IFE A BR[|
BRNZ%E - BAVNEERE T — M ERARE): A EH Channel KEH Go 27
A AR E A o

{ESERNZ » £ HATM go-ethereum [ codebase H » Hi% A BHIEHEILZ stop
XA channel BB 77 2RSS R 3 #ERL ARHZEIRAS » 12 (8 F — i B faf T L 2 1 77 =X
VAH close() BREE #2614 Channel o FATRILLTE node.doClose() $RENMH ALY o
close() /& go 1BE MR K%L » T ¢4 Channel B ©

collecting errors.

2 ‘func (n *Node) doClose(errs [Jerror) error {
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// Close databases. This needs the lock because it needs to
// synchronize with OpenDatabase*.

n.lock.Lock()

n.state = closedState

errs = append(errs, n.closeDatabases()...)

n.lock.Unlock()

if err := n.accman.Close(); err != nil {

errs = append(errs, err)

}

if n.keyDirTemp {

if err := os.RemoveAll(n.keyDir); err != nil {
errs = append(errs, err)

3

}

// Release instance directory lock.
n.closeDataDir()

// Unblock n.Wait.
close(n.stop)

// Report any errors that might have occurred.
switch len(errs) {
case 0:
return nil
case 1:
return errs[0]
default:
return fmt.Errorf("%v", errs)

}

}

2.2.4 Ethereum Backend

FATAT LUFE eth/backend.go HKE| Ethereum X MNEEM IR E X o IXNEERI IR
HERIR R B DU I 77 ESSI T —1 Ethereum full node fir & 26 2= #8158
RS o FATAI LUE FERHSE X HEEF| > Ethereum Z5#4 (AL & TxPool
Blockchain ’ consensus.Engine ’ miner E&EZ LI LNEIREHIE N RZ &
TS AE 5 A B PR A T X A% O BAR S5 A Y T B RE » DU E TR SEIAY 77
%o
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type Ethereum struct {
config *ethconfig.Config
txPool *txpool.TxPool
blockchain *core.BlockChain

handler *handler // handler & P2P MEZEIRREIZ BIZOER » BN=STEGLEH

ethDialCandidates enode.Iterator
snapDialCandidates enode.Iterator
merger *consensus.Merger

chainDb ethdb.Database // Block chain database

eventMux *event.TypeMux
engine consensus.Engine
accountManager *accounts.Manager

bloomRequests chan chan *bloombits.Retrieval // Channel receiving bloom data reti

bloomIndexer *core.ChainIndexer
closeBloomHandler chan struct{}
APIBackend *EthAPIBackend

miner *miner.Miner

gasPrice *big.Int

etherbase common.Address

networkID uint64

netRPCService *ethapi.NetAPI
p2pServer *p2p.Server

// Bloom indexer operating during bi

lock sync.RWMutex // Protects the variadic fields (e.g. gas price and etherbase)
shutdownTracker *shutdowncheck.ShutdownTracker // Tracks if and when the node has sht

1 RS B AE 1E Mining B2 483 I8 H Ethereum. StartMining() Al Ethereum.StopMining()
SEHRRY © %8 Mining AU K 2413 i F Ethereum. SetEtherbase() SEHRRY ©

// StartMining starts the miner with the given number of CPU threads. If mining
// is already running, this method adjust the number of threads allowed to use
// and updates the minimum price required by the transaction pool.

func (s *Ethereum) StartMining(threads int) error {

// If the miner was not running, initialize it

if !s.IsMining() {

// Start Mining
go s.miner.Start(eb)

3

return nil

}

IXEFBAVEYNEEF—"F handler XN ALE
quo

o handler % X AE eth/handler.go
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FATMMENLS LR TF » — D B LAER R EE: 1. MZEHEREY/ R4 Trans-
action 1 Block A% 2. ¥ M2& ik EXE] Block #i1%] Blockchain A ° ifii handler
kA SR b [F] 2 XA 22 5 B I A > Bl40 » downloader .Downloader 17153 M
#&H[A2p Block - fetcher.TxFetcher MBI MMLEHIRIN LG o KT IXLL 7 AR AR
L BANSTERSETT © BARFED H N -
type handler struct {

networkID uint64
forkFilter forkid.Filter // Fork ID filter, constant across the lifetime of the node

snapSync uint32 // Flag whether snap sync is enabled (gets disabled if we already have
acceptTxs uint32 // Flag whether we're considered synchronised (enables transaction proc

checkpointNumber uint64 // Block number for the sync progress validator to cross re
checkpointHash  common.Hash // Block hash for the sync progress validator to cross refe
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database ethdb.Database
txpool  txPool

chain *core.BlockChain
maxPeers int

downloader  *downloader.Downloader
blockFetcher *fetcher.BlockFetcher
txFetcher *fetcher.TxFetcher

peers *peerSet

merger *consensus.Merger
eventMux *event.TypeMux

txsCh chan core.NewTxsEvent
txsSub event.Subscription

minedBlockSub *event.TypeMuxSubscription
peerRequiredBlocks map[uint64]common.Hash

// channels for fetcher, syncer, txsyncLoop
quitSync chan struct{}

chainSync *chainSyncer
wg sync.WaitGroup
peerWG sync.WaitGroup

Bt > BTG T geth S HF TR E IR A BHUZ QRIS S RIMISC AR o 3RAT]
FERE P ARRFALA e A2 MR EEAIR RERT M R AR R Ethereum HYE{ASE
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I o

2.2.5 Related Terms

« Geth
« go-ethereum (geth)

2.2.6 Appendix

XEMFT—D Go IBFHIEEHIN: RBWIS o /£ Ethereum.StartMining() BF
o LT 1f ¢, ok := s.engine.(*clique.Clique); ok HIE o X5 EE
Golang HHVIELENE » FROARANWT S o BARRYIETLZ value, ok := element.(T)’ BN
B SJRUR element 52 T RAMYIE » B2 ok F T True, value T element [MH © 7F
if ¢, ok := s.engine.(*clique.Clique); ok iBAIH * FLE2EHIWT s.engine HIEE

N *clique.Clique A o

var cli *clique.Clique

if c, ok := s.engine.(*clique.Clique); ok {

cli = c

} else if cl, ok := s.engine.(*beacon.Beacon); ok {
if ¢, ok := cl.InnerEngine().(*clique.Clique); ok {
cli = ¢
}

}

2.3 By

EARTETH » Al T Go-Ethereum HJE3F15¢H] Node TAE o BSHERH
132 ] AR SR B TR AR SR TR AR AR MELER
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BATHFITENXAE—NMIE > “Ethereum 1 Bitcoin £ KRR 2 —2& # i H
% BRI o Hr o Bitcoin 2% T UTXO %41 Blockchain/Ledger %t
Ethereum 2% T Account/State RN RS A4 > Account/State HERIFH LT
UTXO ZERAFTEMAIE ? TEASE > BATHREER — T LUK B AR R 4t 2 —
] Account ©

T Bk > Ethereum BVi217/2 — R T2 5 FIKASHIE R (Transaction-
based State Machine) B2 4 H1E THIKF A (Account) » K THRATIKS o
IRA (State) KM 13—k (Account) £ —WZ RAUE (value) o fELIKY H >
State X M YR A BIRSEH > #7o StateObject © 24 StateObject FIME & 4 T ZER
BATFRIIRESHAS o 48 Ethereum HIZ17H%IH » StateObject ATl & HIEMHE SR
Transaction FJHATS R EAE S HT/MBR/ QI - 51 KASHER - FAIT © StateObject
FPRAS MY AT State #F5 5|5 —> State ©

7t Ethereum H » 2 # StateObject A E{ALHHEZ Ethereum H'HJ Account ©
HH O BAERIN State BRTERIEE Account 78 FANZI AT & HEHEIE -

+ Account —> StateObject
« State —> The value/data of the Account

BASRPE, Account (k) &2 5% 325 (Transaction) MJFEEAM M 2
Ethereum (RASHUER LA AT » &0 T 3E B2 B IR EE DU B IRE At o

19
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BT fFELURYH - AWFZEEIE) Account @ 73 HIIEAMIBIK T (EOA) MUK A4
(Contract)

SMERIK T (EOA) 2 HH P BRI K 7 34 LA S (Transac-
tion) o A28 Pl Account FYRABHSRERUEXS K B AYHRERIAN o

B2 (Contract) » BFRNEZ) > 2 HANBIK 48T Transaction QIR o &
LMK ORAE T AR B B R 52 s ARG B > DU — S AR B = o X
AL HANEREFNRZEIESME (Solidity) » Hil SR —Lex MR A APT $%
FTBREY o iX4E APT #2 [ K £ ] LUE I #%8 Transaction » 85 A AHY /55 = 75 42 4L
TR RPC IRSS KA o XML T B ATHY DApp A ZASHIEL o

BLFIIEREH TR LU B S EREL R ACEDE - BRIMNEEE

FIXAEAHE A — BB X PehE R BURA BN sE AR BB RRES L) -
PAE AT TAIZE XA G A 2 SR AN HERR o BN — D ERRRES L) RRlES/ &
B 2 B A IIRASEL - BUR S AR EOE R/ RDIZ R AN AT IBHE %/ Bk
() o T & 2 TR AL IS8 AR f5 2 AT DUE I 18 ACRS B B BRSO A TR #R AR Y
(CURD)  BRRHRETT REUR T S L R B P RIISIZ 4 o

RIESLPEEE G XBEREATRAMENZ R » SLHRIRER] L R
HEK B G - RAHF AT ﬁlﬁl%%ﬁé’]*ﬁ’]ﬁﬁutéﬂﬁ AR i i3t
ITIESAITE » AP T8 B A G R R R B o Vi A R RO TR 2 i i 7 —
/™ Transaction K& HEHE ﬁHFTMLLE&lﬂﬁHZﬁ&% 'fﬁ%%jﬁiﬁ AR
RPC #1k E 8 BN B AT & 29 ) ISR o 415 P R N & 2P i8R 21T
BT 0 AR ML ZEAY 7S — > Transaction Eﬁlﬂﬂﬂ/\f’ﬂqﬂﬂﬂfﬂ’]'ﬁ oo kg 81
Transaction FRIAH—PNELPH—DFEE o Ky - ARBTERE LB E A2
o FHEHEREEEOE > EHPTAHEZRZE -

XTFagas &4 © LUk Ethereum FYHUTELNMAlfEAT Transaction FE FXf R
IELTR R BATTSAE R SCE R TR TR ©

3.1 StateObject, EOA #1 Contract

3.1.1  Hal

FESZFRAHS A > XA Account #B/2HH stateObject X —EHELE I E LI ©
stateObject MIFHSIRASNI T core/state/state_object.go Xt » RIET package
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state ° Tk 1 stateobject FIETHAFNIE > AT RATR o 2L R HEiAIFCRS > BATTATLL
WiZEE] > stateObject ;2 /NG RT3k o HUE go THE HIRFE - FATTRTLUIAIX N4k
¥ EZ T package PIEREHESRE - FEAKHM#EFE o

type stateObject struct {
address common.Address
addrHash common.Hash // hash of ethereum address of the account
data types.StateAccount
db *StateDB
dbErr error

// Write caches.
trie Trie // storage trie, which becomes non-nil on first access
code Code // contract bytecode, which gets set when code is loaded

// XEBH Storage =— map[common.Hash]common.Hash

// Cache flags.

// When an object is marked suicided it will be delete from the trie
// during the "update" phase of the state transition.

dirtyCode bool // true if the code was updated

suicided bool

deleted bool

3.1.2 Address
1E stateObject IX—&5MIRH » FFLIIPR K S22 &4 address LUK address £

57518 addrHash ° address & common.Address 2% > addrHash s& common.Hash
KA BTGB T —1 20 F 1K byte 8B — 1 32 F 1K byte 287
A o RTIXPREHESEA E XA RAR o

// Lengths of hashes and addresses in bytes.

const (

// HashLength is the expected length of the hash
HashLength = 32

// AddresslLength is the expected length of the address
AddressLength = 20

)

originStorage Storage // Storage cache of original entries to dedup rewrites, reset
pendingStorage Storage // Storage entries that need to be flushed to disk, at the enc
dirtyStorage Storage // Storage entries that have been modified in the current trai
fakeStorage Storage // Fake storage which constructed by caller for debugging pury
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// Address represents the 20 byte address of an Ethereum account.
type Address [AddressLength]byte

// Hash represents the 32 byte Keccak256 hash of arbitrary data.
type Hash [HashLength]byte

1£ Ethereum H > S Account #HHA M —Jc AUkt - Address fEAE Ac-
count W MHEE > RETFMLAEIFEFHHFHIUE  B5HFE RN ZIY0E i B ARREH
BRK o

3.1.3 data and StateAccount

dazm FER  BITSEFRAZTE data’ B2 types.StateAccount 2%
FIZE & o £F EER) SR FRATIEE] » stateObject JXAPZA H X} Package State JX
WER(EH o FrLUREMNY > Package State 545K Package API 24t 75 Account #H
KIEHEXA state Account o 7E RHTHRIEHERATHEAT LB » State Account Xf
M. T State Object H' data Account {17 & ° State Account [ EREHELE I HIHE
TE XFE core/types/state_account.go XHH (FE Z ATHIRRAH Account RS T
core/account.go) * HE& AT RAR ©

// Account is the Ethereum consensus representation of accounts.
// These objects are stored in the main account trie.
type StateAccount struct {
Nonce uint64
Balance *big.Int
Root common.Hash // merkle root of the storage trie
CodeHash []byte

}
HApa &2 .

 Nonce FRIZMK I RZARIZZ 575 BEE K & 28 B 52 5 B0 B 1S 0 T B VA 36
e GREE—P2E » Nonce FEFESIN 1 0

 Balance F/nizk P UREN o IXH YRR ZHE LAY Native Token Ether (X4
x) e

« Root FRYAIMK R Storage 2 Merkle Patricia Trie 1 Root © JX B 17
BB RN TEHEAHTRIULZE RIS o X T EOA MK IX M5 H2=E o

+ CodeHash 2% #) Contract fUISHIIGAE o FIFER) » XM TR FF
EK T FRCRSIY hash » EOA MK IX AN 2= {E o
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3.14 db

LA R T EEAE S T Account F 4 i BN XN 2 H K R & - A
2FANGREL ) N E > 2EBF| db M1 dbErr X DAL R o db XPMEERE T —1
StateDB KAUWHEES o IXE N T /7 StateDB tHCHY API X Account FrAf i [
stateObject M/ TH#EME o StateDB A i L2 TEHE stateObject {5 EMMHER HIR
INFFEAERE © FTAH) Account #HEAVEHT - MR E 2 StateDB $2{H) APT %
T StateDB HYEARSZI - DgE - LURAMA S BHEEWELF#E (leveldb) AT EHY
BANSAE 2 JG B SCE AT IR -

3.1.5 Cache

NTR TN RZEE > NN FEERTHNERE © trie AT REMEHEZKF
PR AL B EEIE © code FH TEAFSLTRIMESEREINGFS > E2—1 byte
KAIEEH o FITRAYEAS Storage FEEF ETEHIT Transaction HIRHESE 2 & 4HEL
HIFRFAACEAE - than dirtyStorage HtAH T 49877 (£ Block #% Finalize 2 A » Transac-
tion MBS ELF R AAEEGELSE o A TIMERK S - T A RIETE » it
M stateObject X4 H ) code B » LUK U™ Storage BB I 1928 & I{EER
972 (originStorage, pendingStorage, dirtyStorage, fakeStorage) °

MR X Z LB IXPYDNREEZREST2: originStorage —> dirtyStorage—
> pendingStorage ° T & T H Storage ERIEAIEE » BAISEFHE IR HATIE
A

3.2 &A Account (EOA)

3.2.1  MEELR TORIGIK

BANEH KAEBREH GG/ B R EB SR P 7E X DUt R g IR
f##J Cryptocurrency/Token » Br THF HC. » AELESE =77 Al UGS P Y A ir
BRI E” o XA BIEREAZ IERR o BAT > AP K B BB E XA Cryp-
to/Token @ B.E M NEA LT (Native Token) > FL#l Ether » Bitcoin * BNB(Only
in BSC) * ZI&IMEWE =TT EAPHEIERNE L N EEERT o IX 2R YRS LR A 2L
PEAVECERE AT A P RAE (Private Key) 254411 Transaction o Kt » HZEH R
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B H K RIS (Private Key) » CRUFH A WEE =75 HIR - #REA AT LU EIR
B LRUE o

BAT_ AR R AR IR - A ZSERIER o KA - B AP L
PRz 2 RET 4 Go-ethereum A E IS T HEWBIRUE | NMFEEFE =TT
145 BRI ] AAEAS RN P RABIRI A9 T ZREE A P R AE B RINVER /LS ©
XA ERUEATE 224 % Ethereum 8 %5 T ERSRE BB K - &A HELA]
DA BRI B hack AP RIRSAGER o £ FIHHEVIEILZ AT > HAT Ethereum
FHAth Blockchain i FH Y% 5% T HE A58 AR 2 B 2 2R o X2 Nt ARZH
X IR BE I H A FE PR T I ENUERIARRER o 38— RREE > Y45 RZE
f) Crypto/Token H A RHEIGHIHIART » MR IRFEESLA TR AZ EHIEEE »
41 ERC-20 Token 1 NFT X f) ERC-721 #J Token ° B FiX# 5] Token #l/25:
T EAREABFLGE ) » FTLUXE5 Token ML 2T ALAARBNL R o IRE
LR G RS2 A R AR 1BE R o LLan A fe 48 58 =77 (R SR At Kk A
T Token IR o AR BIMEH F RIFASAE BIEA MR © &2798 Token 528 R AR
B=FREE o BT ARG ERER L2 ARRMES » R & AN Z 2R
HEZER - HATARZSWHEAL » BORBIAERATE L8 17 A L/ » RORIE B%
ELRISZZ 2  Bi%E Layer-2 FORHI— LB RRI & & > - P RA R Token
TEARZH L NI AR FAT L2 210 B FASA R ARUEZ 4221 Naive Token  ffi/2 ERC-
20 Token ° X Token H2 &Y BEEICF o XMRB T2 2RI
K THET layer-1 [fY Native Token Y o FI P TERFA X KRG R TR ZL/ 0 o IXH
BATHEAE S Jay Freeman FrorHi9%F— DA Layer-2 24t Optimism _EfH
TJE Naive Token &I ETR BRI ©

3.2.2 Account Generation

B 0 EOA K YOI 7 N AR ORI BE L MmN ER 57 o H3RAT A &
Metamask FEkt T AR AN » EXHEE FHRA RS ERIKAEER 55k
T B OIS B 2 43 StateDB BEHURERIERY - RILTA TR geth Hrltk P& B 7>
AIARASEE S E StateDB IR E TR —EE YL o M ELIIKF > SE W EEESLAAIEZ
A EOA MK M2 5 8 A AZ 5 AR AR o % T IX R 73 R4 FeAl T i 2 5 i 2
AT RRAT o

THEBAE R — T AAIEARAE—1 EOA IKFHY ©

SRR o QIESHTIR T BRI A I BRE NewAccount i F accounts/keystore/keystore.go
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X o FREA —A string 287U passphrase 2% o £ XNSEUH T INEA
LR FFATHI Keystore SCHF > 54RO IFATH » HIMEYAE BGERTC G ©

// passphrase ST AR#INZE
func (ks *KeyStore) NewAccount(passphrase string) (accounts.Account, error) {
//59E B account BYEK %
_, account, err := storeNewKey(ks.storage, crand.Reader, passphrase)
if err != nil {
return accounts.Account{}, err
}
// Add the account to the cache immediately rather
// than waiting for file system notifications to pick it up.
ks.cache.add(account)
ks.refreshWallets()
return account, nil

FH RSB o B ORI E R storeNewKey PREK o 7F storeNewKey BRIELH > B
SERRVEAFH T newkey PRIEL @ IZ BRI T B DIRERL 2 A B — MK P 78 B RAEAFI A XS ©
1M newKey BRIEXIIAZ O VA 1 A ORI HE 2 5 R AH E [ BRI Y ecdsa. GenerateKey ©

func newKey(rand io.Reader) (*Key, error) {
privateKeyECDSA, err := ecdsa.GenerateKey(crypto.S256(), rand)
if err != nil {
return nil, err

3
return newKeyFromECDSA(privateKeyECDSA), nil

}

JXER T BIARISALT crypto/ecdsa.go SCAFH o I FIX—#B3 1 ke 2 7 KRB HIHHIE
HIZNERIATR - S5 LURTTHEENF R AR > BRI FIXER o BN - FATTURE
AT ERAL o X T E AR E R R BRI TN OSBRI RE ] LE
TR o HERAINE - EREANFRRF > BB RER K BIRAEH - 1K % R A
ik o BETZAAIEM R 2 Xt R A SHELIS e T RS EIRY o S aki A
— N WA AR P FASH TR L U LAk o

o B BAMECIE—HHY EOA IKF HIINE - BH/E2BIT GenerateKey FRI%BE
WIS 2] — R » B2 32bytes KA R » RIH 64 £7 16 HEHIEL X
NFAARZ PN R Z A P BUEEREN  RIARZ G INWERN 12+ —BIXMAHA
RBET 0 BREMKEAEZS -

— 64116 @47 0 256bit > 32 F75 var AlicePrivateKey = "289c2857d4598e
37fb9647507e47a309d6133539bf21a8b9cb6df88fd5232032"
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o EREIRA)E - BATEARRSRIT R A NE o BT R > FAEEH
ECDSA Hi% » % spec256kt HILGHEATIHR o A RA P A PRI
Higemh > TR RV ARFRRR A EH o DURYTFI LR 68 T [RIFERY spec256kl
Ik > FESPRAIAREGH - FA T AT B ZIE go-Ethereum E M T LR MAY
secp256k1 1 C B F U © ecdsaSK, err := crypto.ToECDSA(privateKey)

o MAPHBATHE T Z )5 > IATAT UG E — D 64bytes 9% > &2 HM A
32bytes HEA K > X PNEAER T specasbke figk EREA R XY AARME o
ecdsaPK := ecdsaSK.PublicKey

o RANMKPMINE > BT LA/ (ecdsaSK.PublicKey) i#1T Keccak-256
HEUHREZERANERENE 20 M1 B ox FFLFR (Keccak-256
J& SHA-3 (Secure Hash Algorithm 3) FRifE R —FIG i B E) © addr  :=
crypto.PubkeyToAddress(ecdsaSK.PublicKey)

3.2.2.1 Signature & Verification

XHEBAE R —T > E2FH ECDSA KA T4 IR -

e Hash (m,R) X+R=SP

o P EMHE EhZR R B A AL (base point) AT DU N — P 2 —MERIZ C LY
— order 2y n MNVETEMRERARSOT » n 2 —DARBEL -

e R=1*P (r 2 1MBEHEL > FAEH verifier)

o IRYIBAREIZOEER: BeET LS ECDSA FHFAH ecdsaSK
A HE msg #1784 (sign) 152 msgSig. sig, err := crypto.Sign(msg[:],
ecdsaSK) msgSig := decodeHex(hex.EncodeToString(sig))

o RAJaHET msg Fl msgSig AT DURHEHREA AT (42 5k - stk 9 2389
ecdsaPK) © recoveredPub, err := crypto.Ecrecover(msg[:],msgSig)

o AT SR SR A B AT DUS BIR 2K B AL > S AT R B R IR B AE
ECDSA ~® pk #4174 bk o crypto.VerifySignature(testPk, msg[:],
msgSig[:len(msgSig)-1])

o XERRNZEMERIEET » BI#EXIZE T/A%H ecdsaPk/ecdsaSK.PublicKey .
HELUHED Y ecdsaSK LU A At privateKey °
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3.2.2.2 ECDSA & spec256ki1 Hhzk

i) BABRAEZE— T ECDSA HYJFHE o RRO4ERAIRE n] ALUE N UIA R B AT
2o

« spec256k1 HIEHTERE y 2 = X3 +7
o (EMAIE HhER YA —38E55k 1B FR A Elliptic curve point multiplication, ‘&
AT R

— Point addition P + Q =R
— Point doubling P + P = 2P

« £ ECC H'iy + SAZIUNZE RN » e XHEthZk C LA —itis
& (Point Multiplication) ° fthfA3 7 = P #1 Q R ELS#E Lk C HI%Z A
RETF X S FRAY A R o F2A C /2T X S FRIAT LG T X SR s i 7E
WhlE HhZk | o

« Based Point P 2 {EAf[E Hh<k L AVRFHIAEROT

+ X X computation on Based Point 52 X 5 * x N > X NAH o x B Ac-
count Private Key 15 ©

3.3 AHMELTENE (Storage)

o XERSHIRBIURE R T [example/signature] i ©

3.3.1 Contract Storage (&&J1#ik)

TESCERIFF KRR E - LEAMERIK A B2 HY stateObject S5 AR SEHIH > A
™ Storage KAURYE B2 2={E o AELANT > XYM EZEN Contract 8RR IS
[

1F state_object.go SXHFRIFFLER /7 (41 TER) > FATATLIRE] storage 2R
T o BAAYTRFR o

type Storage map[common.Hash]common.Hash

FATATLEF] > storage 2— 1 key F1 value #/2 common.Hash 27U map 45
4 © common.Hash ZEMUA T L2 — NN 32bytes #Y byte ZRAUEA © common.Hash
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RHBULE go-ethereum HUMISEH R EMH » HH H T RN 32 FHKENEDE » Lt
1 Keccak256 PREIHIIGAE » fTEZ GHIRIEH > BT SZFEEI NS 0 BEWNE
MAE common. type.go X ©

‘// HashLength is the expected length of the hash
‘HashLength = 32
‘// Hash represents the 32 byte Keccak256 hash of arbitrary data.
‘type Hash [HashLength]byte

MEHEZE 0 SMERIKF (EOA) 5 &ZIMKF (Contract) AR ATET: AMEIK S
HIA Y B ORI (codeHash) DUKARSMK Storage 2 o MHELSIMEBIKF » &4
TKFRSMRTE T — NMZGi#Z (Storage) A T &S LS R ALY Z B RVEIE o 18
e FAT4E S 0 StateObject Z5H9AHHI A BHRIIY A Storage KRR & » B2 1F
7 Contract Storage EMNTEETT o

1t Ethereum H » B NELEL4ES 7 B RIS HIEZGEER » HTIRESLH
IR AAEZE & FAIFRN Storage |2 o Storage ERIFEA A B A eFR N AE (Slot) ©
HT Slot ##884% (Stack) B9 77 N7 HEEfE— Lt EK T Storage 2 o &1
Slot FIK/NZE 256 bits » R & Z (RTF 32 bytes HIEUE o TENEARNIFIERIT >
Slot EHHY 7T X5 WFE#H HDD FAYEA SRITHE BT 2R A Eid kR 511
77 5 BRI o Slot AYHLIER 5 A K ERIFEZ 32 bytes(256 bits) » FHikZE A M
0X00000000000000000000000000000000000000000000000000000000
00000000 #| oxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFF © [A It > & Contract Y Storage =& % n] LLLRF
2256 — 1 4> Slot o ki fEFEIRA TR » —4 Contract ATLURZARTE (2256 — 1)
bytes FEHE @ X2 MHA KATET ©

N T E4TIE T Storage 21 Slot £iE » Contract [FFEEF MPT 1E KRG RE
¥ Storage JZHY Slot o X BEFIHTEMZ » A4 Storage BHEHEIHF A IRBEAZ S —
EEHAT i A Block H o IEANFRATTZ ATHREIN - FHELMKF H Storage /= Storage
Trie FREHEWLRIZTE StateAccount F{AH T Root Z&EH (B2 — 32bytes K
) byte ££H) o 2454 Contract fY Storage EMEIE L AEZER » S\ EES > HE
¥ World State Root {8 * MiisZNi%| Chain % E%E - HAT > Storage EMEHE
BERHE SR ST Transaction B » T JAH EVM HIFHNEHRES
OpSload #1 OpSstore SKHATH] o KT XM MEL BRI - BATSTEFEH
EVM &3 T IR AL o

Fefr1xn7E H A Ethereum HHI K &L# AL Solidity IEE %S © Solidity
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ORI EI R SRR S - R ZMRBN & o BRRE - RIEZ &R KENE
Jii > Ethereum FHAJFEA(LAYZE BRI e K HE BN E KERZ R o 2K
AR A H WA AR B8R > LR uint256 « AEKER A THE TR RAMN
1 Array » DU KV JER Map 285 -

MR _ BT 4E 0 FAi1 T fRZIX Contract Storage EMIi/ A2 Slot AL
SRAFATHY o TH1EH S NI LA A

o ASE AN EEE TRHALE R R Solidity &2 » EVM ZEAGH
W E R 55y A7 B ZE M E 2

+ JE4LRIE Contract Storage H)—EEE R ? (B ARIEF N B LRV IRUEE FIHH
1T SRR SR 254 2 )

AT N — sz sk R > 78 Ethereum A » Contract 2 UAIRIERA
B2 & MIRARIERTE 2 5 EE#AE—EUEIRS ) Contract HHYEIER o

3.3.2 Contract Storage Example One

A EH—ME A S 2K E R Contract Storage EMVZH - SLRBATT
FiiR o FEARRFIH » FAER T — NI Storage &4 HHFEN T 7 =EAFAL
uint256 AR ZE £ 53 5IIJ2 number, number1, LU number2 © [EN > BAi1E X —
™ stores EAX N =N L EHITIME o SLARSATRAIR ©

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

/**

* @title Storage

* @dev Store & retrieve value in a variable
*/

contract Storage {

uint256 number;
uint256 numberi;
uint256 number2;

function stores(uint256 num) public {
number = num;
numberl = num + 1;
number2

num + 2;
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}

function get_number() public view returns (uint256){
return number;

}

function get_numberi() public view returns (uint256){
return numberil;

}

function get_number2() public view returns (uint256){
return number2;

}

B M FHRemixSRIEAM L BIX N EL) » Hi7E— N stores(1) EEIZRZ S
[ iH# F Remix debugger kWi%% Storage EML o ERBIITZ )G » BLIFH =4
DR AIERH ARG 10 20 3 © BEIN > FRATIEE Storage ER &I > fEGEEE M T
= Storage Object ° JX= Storage Object X 7 =/ Slot o FTLIFEAR|F » &
LI T = Slots RAFEEHE o FATRI LUK IS Storage Object H =B 4k
5 AlE—1 32 bytes Y key FB¢fl 32 bytes [ value FE% » LUKAIMNZRI—1 32 bytes
B o X=DFBRAE NHERYEIFHH#ERIN 64 A2 16 4L (32 Bytes) °

THIRMRZAN R — TN = MERSEIRE X o BRI E N Key-
Value X} > AJLUEZ B R = Storage Object # key MMEHIIEM 0 TG M 1%L
o 552 o 1 20 BRET YA Slot (HIIERS|ME » 53 ¥i1% Slot 7 Storage
B M 4a 3t o7 B (Position) o L4l key HIMEN o B B FEEA Storage B
RS 14 Slot > SEVAE 1 SAIER Slot > 4 key T 1 WK Storage 2
FRREE 2 /> Slot > DU HE - 4 Storage Object H[ value & 7 7 &4
=2 EE (1,2,3) © M Storage Object 7MNEMIEN| ST Storage Object
key HI{ERY shag FIMGFA{E o Lbgl > NEFFHAYZE— Storage Object HIMNE R
511E 0x290decd9548b62a8d60345a988386fc84babbc95484008f6362f93160ef3e563 &
ET keccak256(0) HEMAME > BAKTE—1 Slot position #J Shaz HIIET
I Oxb10e2d527612073b26eecdfd717e6a320cf44bdafac2b0732d9fcbe2b7fadcfs & T
keccak(1) HREHAME o BATERGUAGHER T AR B AISAE o

{
"0x290decd9548b62a8d60345a988386fc84ba6bc95484008f6362f93160ef3e563": {
‘ "key": "0x0000000000000000000000000000000000000000000000000000000000000000" ,

‘ "value": "0x0000000000000000000000000000000000000000000000000000000000000001"


https://remix.ethereum.org/
../example/account/main.go
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1
"Oxb10e2d527612073b26eecdfd717e6a320cf44b4afac2b0732d9fcbe2b7fadcf6": {
"key": "0x0000000000000000000000000000000000000000000000000000000000000001",
"value": "Ox0000000000000000000000000000000000000000000000000000000000000002"
1
"Ox405787fa123823e0f2b7631cc41b3ba8828b3321ca811111fa75cd3aa3bb5ace”: {
"key": "0x0000000000000000000000000000000000000000000000000000000000000002",
"value": "Ox0000000000000000000000000000000000000000000000000000000000000003"

}

}

FXHEBLFARECE KM T » 721X Storage Object H > JMNEWRFMEHSES
Key fHX R /@& —— X RIAY o Haiidl - XN MEEA S EACZ KT Slot A BRI ME—
K| o IXBEIAE LY — N XAMETEH _EAYIX A - Key {E1RFK T Slot 7£ Stor-
age EM Position > XMESTELFRHIISHES stateObject.go/getState() LUK
setState() EEIZE > HT &L Slot « AIERFATIARSTR A RIS EREL > FATTHE
KRR HANFEFAFEIEZ Slot HIZEFFN » geth B2 21 M B JEE B Y EHE 12 ok 3R
HUX A Slot BMH o MIEMFRATZ AT > Storage EfEH T — MPT HIZ5H1EN
Vil 2B R 51454 © 37 MPT #HF - X BAEBRSSIRI N EH 7 —1
Secure Trie HUFFIALEH o SHIE MPT ARN[EHSE > Secure Trie I A Key 1B
FRIEFE Hash 19 o R Y FATEH Secure Trie RE /B TR EIVEIER » FH
AR Z FRMEEA RS 9 B L7 EI502 hash 1 o BRRISET Se-
cure Trie FHZL ] IS E TrieilX —F 17 o K45 Nk £ L E K%L (stateObject) 18
HR s FAYSEE 2 Slot B Position » 1£ T ERIKEL (Trie) VA HAVEZ Slot Y
Position HJIE7{HE °
func (t *SecureTrie) TryGet(key []byte) ([]byte, error) {

// Secure Trie HEIHMIEIF
// XBH key iERZ Slot HY Position

// BREETEN Call BETENREEHEERTXD Key B hash BEEAEBFERANREE
return t.trie.TryGet(t.hashKey(key))

}

3.3.3 Account Storage Example Two
TFHEHBAKRE BN — DT o DT BATHE T — &L TR~

BANiZ > M (number > number1 > number2) JA%°4 (number 2, number 1, num-

ber) o GLRIAN AR °
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

/**

* @title Storage

* @dev Store & retrieve value in a variable
*/

contract Storage {

uint256 number?2;
uint256 numberil;
uint256 number;

function stores(uint256 num) public {
number = num;
numberl = num + 1;
number2 = num + 2;

function get_number() public view returns (uint256){
return number;

function get_number1() public view returns (uint256){
return numberil;

function get_number2() public view returns (uint256){
return number2;

FREFRATIE RIS 7 R G L) stores BREL o HEINFRATTRILALE Storage
EMEZRNAR—FEREE R o FATLZ I number2 XM EBNEPFEE TH— Slot /1
(Key:“0Xx00000000000000000000000000000000000000000000000000
0000000000000”)  ’ [fi number X2 & F{EWFHEE 75 =1 Slot
(Key:“0x00000000000000000000000000000000000000000000000000
00000000000002”) ©

{
"0x290decd9548b6238d60345a988386fc84babbc95484008f6362f93160ef3e563": {

‘ "key": "0x0000000000000000000000000000000000000000000000000000000000000000" ,
‘ "value": "0x0000000000000000000000000000000000000000000000000000000000000003"
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1
"Oxb10e2d527612073b26eecdfd717e6a320cf44b4afac2b0732d9fcbe2b7fadcf6": {

"key": "0Ox0000000000000000000000000000000000000000000000000000000000000001",
"value": "0x0000000000000000000000000000000000000000000000000000000000000002"
s
"Ox405787fa12a823e0f2b7631cc41b3ba8828b3321ca811111fa75cd3aa3bb5ace": {
"key": "0Ox0000000000000000000000000000000000000000000000000000000000000002",
"value": "0x0000000000000000000000000000000000000000000000000000000000000001"

XAEIF AT LAVRR  £F go-ethereum A ZEE X M IYTEEZER Slot > BFIREAE
EELIH AT » WS — Slot (position : 0) FFETHECH ©

3.3.4 Account Storage Example Three

BATHF ES —FfER © AN =T E > (HRAEARRANZ & TRE - A
RRSRYE » Ff 192 H8 number * number1 ° A1 number2 AT B =/ uint256 28
8 o (B2 > fEHRIL stores T HA number1 1 number2 #HITIREIRIE o SRR
RHR ©

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

/**
* @title Storage
* @dev Store & retrieve value in a variable
*/
contract Storage {
uint256 number;
uint256 numberi;
uint256 number2;

function stores(uint256 num) public {

numberl = num + 1;
number2 = num + 2;

function get_number() public view returns (uint256){
return number;

function get_number1() public view returns (uint256){
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return numberil;

}

function get_number2() public view returns (uint256){
return number?2;

}

BT Fi B2 BAMEZ IV stores BREL > $1AZ% 1> ¥ number1
number2 FEESCN 2 F1 3 « SER PTG » BATATLAWIZEE] Storage 2 Slot
(R4 4N TR ©

{
"Oxb10e2d527612073b26eecdfd717e6a320cf44bdafac2b0732d9fcbe2b7fadcf6": {

"key": "0x0000000000000000000000000000000000000000000000000000000000000001",
"value": "Ox0000000000000000000000000000000000000000000000000000000000000002"
s
"Ox405787fa12a823e0f2b7631cc41b3ba8828b3321ca811111fa75cd3aa3bb5ace": {
"key": "0x0000000000000000000000000000000000000000000000000000000000000002",
"value": "Ox0000000000000000000000000000000000000000000000000000000000000003"

3

}

FATRILAWIEZ R » 7E stores BREHATIG » A Storage EHALELE 1 #1 2 (i E
I Slot ¥E4T TIRME o EFEREIE » EARFIF - XF Slot WIREZRMN 1 B E
Slot FFE » 1A 0 5 Slot o IXBERAX F EE K EH & - HAERAT S AR Slot
IR B AE S AL I SE B 22 BC R o RIS & HUR 3 BRI A B IE R
18 > (R EEFTREN Slot th &4k EVM 7 Bl5EHE o M AR IS — 72 BIR(E
(RIS - E TR X AR R AT RR VR Slot AT/ T

3.3.5 Account Storage Example Four

£ Solidity H' » A —JFk A B 2KA! Address > 4875 T RoR M fy stk
{58 o BlITE ERC-20 &2+ > FHIF AN token 15 B2 W7 E1E— (address-
>uint) ) map &5 o £3X map F > key /2 Address 287U BFRR T
SBREY address © HAT Address FIK/NA 160Dbits(20bytes) » A & LUIE R —BEAS
Slot o [Klt24 Address 1£24 value SREBTERINE  EH A PEMAIH S H—1
Slot o FAT M R EAIHIF R BEHH o

£ NEREIF » BATHIA T =& » 43572 number(uint256) * addr(address) °
LUK isTrue(bool) o FA1HIZE » FELLKYi A Address 2B BRI K E 2 20 bytes
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DEBUGGER

Solidity Stat

% 1_Storage:sol

ntifier: GPL-3.0

pragna solidity >=0.7.0 <0.9.0;

.

contract Storage (j

uint256 number;
uint256 numberdl;
uint256 number2;

function stores(uint256 num) public {
numberl = num + 1;
number2 = num + 2;

function get_number() public view returns (uint256){
return number;

¥

function get_numberl() public view returns (uint256){

return numberl;
¥

function get_number2() public view returns (uint256){
return number2;

3.1: Remix Debugger

FrA— Address S8 )28 82 IR IMEETHEE M Slot(32 bytes) Y © [RIN - /R
BAELIRY H R #E— bit(o or 1) FYZEE]. [Ft > 17 transaction I F K
¥ storeaddr () REGIX =ML EIRE > K input ZH0E— uint25 6 F9H » —1
address 22HUHME » 5351128 {1, 0xb6186d3a3D32232BB21E87A33a4E176853a49d12} ©

/**
* @title Storage

*/

contract Storage {

uint256 number;
address addr;
bool isTrue;

// numberil
// number2

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

num + 1;
num + 2;

* @dev Store & retrieve value in a variable

function stores(uint256 num) public {
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function storeaddr(uint256 num, address a) public {
number = num;
addr = a;
isTure = true;

}

function get_number() public view returns (uint256){
return number;

}

R5Wa17)G Storage ZHIEE AT NI Json Fios o BATATLIIZR ] » FEAH

F Contract B 7 =412 & » {HZ/E Storage EHIAH 7 H1 Slot ° %5—4 Slot
FR7F T uint256 FH @ TS = Slot H (Key:0x000000000000000000000000000000
0000000000000000000000000000000001) LRFF T addr 1 isTrue HIMH o IX B FETE »
BARXMRE /N T 32 bytes KIVZEREE I E|— Slot AL & THHEZERE » H
SE W RIFET R IE TR A o RINTE Geth H > ISR4RAE /NI IR Y B2 BB U2 4
32bytes KIHFITHI (T opSload 5L HYSERRIE ) o TEAHIAH » BIEEFRATIH 7% Z1LHL
isTrue B(# addr X DZEMNE @ FERRRIRBOH A > T8 ZR A R 1Y
Slot JEIEXEINAZEH o FFER » ARBATARBBOX NN ZIE » [FIFEFREEN AT
Slot #HATES o IXTCREM M TESMIFFEE o FrLIfE Ethereum f#if 32 bytes & »
TERLEAR L N IHFER Gas KM bR BE/IMVC SR AYAY R B2/ N (B4 unit8) « X thg Mt
2, Ethereum ‘B 75 W E KN 32 bytes Z & MHEEA ©

{

}

// Todo Gas cost? here or in EVM Section

"0x290decd9548b62a8d60345a988386fc84babbc95484008f6362193160ef3e563": {
"key": "0x0000000000000000000000000000000000000000000000000000000000000000",
"value": "0x000000000000000000000000000000000000000000000000000OOCEOOEEOOAEL"
1,
"Oxb10e2d527612073b26eecdfd717e6a320cf44bdafac2b0732d9fcbe2b7fadcf6": {
"key": "0x0000000000000000000000000000000000000000000000000000000000000001",
"value": "0x000000000000000000000001b6186d3a3d32232bb21e87a33a4e176853a49d12"

3
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3.3.6 Account Storage Example Five

TR LR Map S5H9H0ZE B A&7 BLNAEN I E 2% - 828 Map A& it2
key-value HI45H » {HRZ1E Storage EH ANE#MH A map H key HIEHEE key FIER]
shag WA {EKMEN Storage 77 ECHY Slot RS {E o HAT > EVM B2 A map A
TR key FIEFI AT Map 258 BHAE X MY slot FETHHE - HERAPHEE
BT keccak256 WAFENEA Slot IR EZKS| (Position) o FAE NEHAIHIFH @R
7 Ethereum Z41i4b# map XML KEBHIEGEITH] o 7£ FEELH > FRATHH
T —NE KM uint256 KA TSR number * f1— [string=>uint256] 25%![1) Map
X o
// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

/**

* @title Storage

* @dev Store & retrieve value in a variable
*/

contract Storage {
uint256 number;
mapping(string => uint256) balances;
function set_balance(uint256 num) public {
number = num;

balances["hsy"]
balances["lei"]

num;
num + 1;

}

function get_number() public view returns (uint256){
return number;

}

BB — DR Z R set_balance K%Y ° FER T2 /G Storage 24
FRANNHEAY Json AR o FAI TR > X T & KAYZE R number di4E 75— Slot A% [H]
(Position:0x0000000000000000000000000000000000000000000000000000000000000000) ©
{E2XT Map K745 & balances @ ‘& &N MR LA 12 R B YR
J¥RE X Slot o LA+ FATTIZE BN 77 (X PN MERYT Slot [ key » I ARZIZN D
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1t mapping "' key FYE# hash o IEANFA7E EEAHHERIRVAEE » EVM {6 Map
FRIC RN key 55 47T Map #53BCHT Slot BN BHHTHEE » ZExtPFE 2 Ja wHEE
TR keccak256 BRECRISIAAE @ K& I58] map FITRELNFMAE o Lhan
FEARFI R > f IR B E XHIIF » balances JX > Map 22 & 2457 BL 215 =4 Slot
Xt [ Slot Position 42 1 ° Atk > balances Hf kv 443 BCEIfY Slot AL Bt
keccak(key, 1) > XEHZE—PMREFRIIDFHEIRCE

{
"0x290decd9548b6238d60345a988386fc84babbc95484008f6362f93160ef3e563": {

"key": "0x0000000000000000000000000000000000000000000000000000000000000000",
"value": "0x0000000000000000000000000000000000000000000000000000000000000001"
1
"0xa601d8e9cd2719ca27765dc16042655548d1ac3600a53ffc06b4a06a12b7c65¢": {
"key": "Oxbaded3bf529b04b554de2e4eedf5702613335896b4041c50a5555b2d5e279f91",
"value": "0x0000000000000000000000000000000000000000000000000000000000000001"
1
"0x53ac6681d92653b13055d2e265b672e2db2b2a19407afb633928597f144edbb0": {
"key": "0x56a8a0d158d59e2fd9317c46c65b1e902ed92f726ecfe82c06c33c015e8e6682",
"value": "0x0000000000000000000000000000000000000000000000000000000000000062"

3
}

T RUE FTRBE 0 BAEH go IBEMWE 7 — AV - SRIE A Bk T
ME—"F_EHEAEE L o X T balances[*hsy”]  ‘BE# 7T ECHY Slot YAz B AT LA AT
T RAT o 1938 AT DABE 1% / (AR BRI T 220K o IX LAY k1 B— DB KRBT
Slot FJ7E storage ZHIfE (Position) °

k1 := solsha3.SoliditySHA3([ ]byte("hsy"), solsha3.Uint256(big.NewInt(int64(1))))
fmt.Printf("Test the Solidity Map storage Keyl: Ox%x\n", k1)

3.4 B&E

EAZYH o 1% T Go-Ethereum A Account iX—c HEE IR LS —LL B
IR SSERI AR o 1 RS Z A 75 R] DAS IR EE 1T B 13AH 56 56 4 IR A RS ©


../example/account/main.go

B4E
REEHM (State
Management) i: StateDB

4.1 #ER

TEAREH » FAPRFEMNT— T go-ethereum RAE IR StateDB o

4.2 IPfig StateDB BYLEM

PATRE LURY 25T DK P D BARZEHL (State Machine) AR o 10K
FRMEA A ARAE RIS 5 > ATV A A — MRS E T 55— IRES o AT
FESEPRA > B HEEERR I T — DK o B DUKYT PS8R RN - a4
BRI LI R T R N R TR MR & A o 1£ go-ethereum A > StateDB f
g2 o BB PRSI - BB EERM TS stateobject (KA MIELIHIHHR)
FH5CHT CURD HY#2 F12a HAth AR > Lhan

o (X/MEHTE Merge 2 51 #F) Mining 5 $17# Block H#Y%2 5 i i
StateDB SKEEHTN ALK HIE » FF BIE AR world state ©

« Block [RIZFHEEE - $4TH#T Block HHYAZ 5N A StateDB SR BEHON MK HIME
F HIERGHT world state » [RIN FIX M5 HISKRAY world state 5 Block Header
FRR LAY state root FETEEER » SRIRUEX IR ETEME ©

39
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o £ EVM HiERA > P 5 GL 78 A XRIAHREIM A opeode, sStore il sSload
XV statepB AR A MMEHT Contract FHEIFRFASLTE (.

TESEBRAR - FITA BITK P 85eE (LA 24 AR P SE RSB REZIE 2 R ALTERERL
Hh oo HATATA FIRSEGEE 2 @i KV (B ALE] 7 5T LSM-Tree 125
g (B0 go-leveldb) 28 - Hi WIXFh KV 771 5 | Z b BRI BEHTIRAS B 2 A
KAFHY o 1M StateDB HE2 AN T #R/FX LB TIE AL HUAIS 2 © StateDB A 2 —TH
TEBATA K IRESHIAL T AR R AL o MEERRE S R > FRATTAT DUE B FE g
AR R R AR

StateDB HYE MALT core/state/statedb.go XA » AT RAR ©

type StateDB struct {

db Database
prefetcher *triePrefetcher
trie Trie

hasher crypto.KeccakState

// originalRoot is the pre-state root, before any changes were made.
// It will be updated when the Commit is called.
originalRoot common.Hash

snaps *snapshot.Tree

snap snapshot.Snapshot

snapAccounts map[common.Hash][ ]Jbyte

snapStorage map[common.Hash]map[common.Hash][]byte

// This map holds 'live' objects, which will get modified while processing a state ti
stateObjects map[common.Address]*stateObject

stateObjectsPending map[common.Address]|struct{} // State objects finalized but not |
stateObjectsDirty map[common.Address|struct{} // State objects modified in the cui
stateObjectsDestruct map[common.Address]|struct{} // State objects destructed in the I

// DB error.

// State objects are used by the consensus core and VM which are

// unable to deal with database-level errors. Any error that occurs

// during a database read is memoized here and will eventually be returned
// by StateDB.Commit.

dbErr error

// The refund counter, also used by state transitioning.
refund uint64
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thash  common.Hash
txIndex int
logs map[common.Hash][ ]*types.Log
logSize uint
preimages map[common.Hash][ ]byte
// Per-transaction access list
accessList *accesslList
// Transient storage
transientStorage transientStorage
// Journal of state modifications. This is the backbone of
// Snapshot and RevertToSnapshot.
journal *journal
validRevisions []revision
nextRevisionId int
// Measurements gathered during execution for debugging purposes
AccountReads time.Duration
AccountHashes time.Duration
AccountUpdates time.Duration
AccountCommits time.Duration
StorageReads time.Duration
StorageHashes time.Duration
StorageUpdates time.Duration
StorageCommits time.Duration
SnapshotAccountReads time.Duration
SnapshotStorageReads time.Duration
SnapshotCommits time.Duration
TrieDBCommits time.Duration
AccountUpdated int
StorageUpdated int
AccountDeleted int
StorageDeleted int

}

421 db

StateDB £5H4 I EE — NS & db /&2 — 1 H Database 25BU%E X1 o IX B Database
T MMHRENEORE BERE X AR o AT LIEZE Database $# [HE
T — S o AR AR S PR BRI A o 1400 DiskDB() PRIENZNZR [l — N HEJEE
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21 key-value disk database fSEff] > TrieDB() BREZ K [0 — MEMIEJEZR Trie
Databse HYSZH] o iX PN MEHER 2 IR B Z A FBE R EHRAYEIER o T IX - ME R
ARE R R BN T RERAVHT o R AR AR ST 94 o TEfS S8
B AT B IX R S DL ST T AL

type Database interface {

// OpenTrie opens the main account trie.
OpenTrie(root common.Hash) (Trie, error)

// OpenStorageTrie opens the storage trie of an account.
// CopyTrie returns an independent copy of the given trie.
CopyTrie(Trie) Trie

// ContractCode retrieves a particular contract's code.
ContractCode(addrHash, codeHash common.Hash) ([]byte, error)

// ContractCodeSize retrieves a particular contracts code's size.
ContractCodeSize(addrHash, codeHash common.Hash) (int, error)

// DiskDB returns the underlying key-value disk database.
DiskDB() ethdb.KeyValueStore

// TrieDB retrieves the low level trie database used for data storage.
TrieDB() *trie.Database

4.2.2 Trie

IXHAY trie ZRFMEARJEH— Trie FAURYRME LAY o FITIXA Trie FAUH
B FRHABHE ] DUEIT StateDB. tire SKREMKHIN trie FIBHRIEITHRIE o

type Trie interface {

// GetKey returns the sha3 preimage of a hashed key that was previously used

// to store a value.

//

// TODO(fjl): remove this when StateTrie is removed
GetKey([ ]byte) []byte

// TryGet returns the value for key stored in the trie. The value bytes must
// not be modified by the caller. If a node was not found in the database, a

// trie.MissingNodeError is returned.

OpenStorageTrie(stateRoot common.Hash, addrHash, root common.Hash) (Trie, error)
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TryGet(key []byte) ([]byte, error)

// TryGetAccount abstracts an account read from the trie. It retrieves the
// account blob from the trie with provided account address and decodes it
// with associated decoding algorithm. If the specified account is not in
// the trie, nil will be returned. If the trie is corrupted(e.g. some nodes
// are missing or the account blob is incorrect for decoding), an error will
// be returned.

TryGetAccount(address common.Address) (*types.StateAccount, error)

// TryUpdate associates key with value in the trie. If value has length zero, any
// existing value is deleted from the trie. The value bytes must not be modified
// by the caller while they are stored in the trie. If a node was not found in the
// database, a trie.MissingNodeError is returned.

TryUpdate(key, value []byte) error

// TryUpdateAccount abstracts an account write to the trie. It encodes the
// provided account object with associated algorithm and then updates it
// in the trie with provided address.

TryUpdateAccount(address common.Address, account *types.StateAccount) error

// TryDelete removes any existing value for key from the trie. If a node was not
// found in the database, a trie.MissingNodeError is returned.
TryDelete(key []byte) error

// TryDeleteAccount abstracts an account deletion from the trie.
TryDeleteAccount(address common.Address) error

// Hash returns the root hash of the trie. It does not write to the database and
// can be used even if the trie doesn't have one.
Hash() common.Hash

// Commit collects all dirty nodes in the trie and replace them with the
// corresponding node hash. All collected nodes(including dirty leaves if
// collectLeaf is true) will be encapsulated into a nodeset for return.

// The returned nodeset can be nil if the trie is clean(nothing to commit).
// Once the trie is committed, it's not usable anymore. A new trie must

// be created with new root and updated trie database for following usage
Commit(collectLeaf bool) (common.Hash, *trie.NodeSet)

// NodeIterator returns an iterator that returns nodes of the trie. Iteration
// starts at the key after the given start key.
NodeIterator(startKey []byte) trie.NodeIterator

// Prove constructs a Merkle proof for key. The result contains all encoded nodes
// on the path to the value at key. The value itself is also included in the last



57
58

59

61
62

63

F 4% IRASEHE (State Management) i: StateDB 44

// node and can be retrieved by verifying the proof.
//

// with the node that proves the absence of the key.
Prove(key []byte, fromLevel uint, proofDb ethdb.KeyValueWriter) error

4.3 StateDB B9FAIE

2581 Block #%# 1% Blockchain i > State IR IEA— 2 BI9 S A £ Disk
Database H ° 7f writeBlockWithState B > FRELSHIWT gc S » RAWRE —F
gt - A SAEBEZIVE A TrieB FHAY Cap BU# Commit ENEICKI#ES A Disk Database
o

H{Kk World State B EHi T /2:

StateDB --> Memory_Trie_Database --> LevelDB

StateDB & FHl Commit FYIN {25 1% A R I it 2 TrieDB HY Commit() ° 7E
Block #%1# A% Blockchain fiX? Workflow H > stateDB [ commit B JC7E
writeBlockWithState() H#H AN T o ZJ5 writeBlockWithState() BFIELZHIMT
GC PR ROVEE AR > B FTEM Disk Database 5 AEHE o

// If the trie does not contain a value for key, the returned proof contains all
// nodes of the longest existing prefix of the key (at least the root), ending
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and Storage Trie

GIERGHE: EEHT geth fRALEH > SecureTrie CEAWEMA N T StateTrie”
MR D RE AT T L VR R %R o KUt > O TGRS X FRATAE X AR e 3L
StateTrie 2 ZHil) SecureTrie o 1325 7F [ 152 H A Y SCAY I - AR B E T
SecureTrie, A] LUK HHRfF N StateTrie ©

5.1 IBAZ Trie 4549

Trie #5372 Ethereum ' T8 BUEUR N EAREURL T - €8 2z FAE
Ethereum HZMerh » fEE 2R State Trie © B Contract FHRAILTE
{1 Storage Trie * LUk EA Block 11522 % #H5H) Transaction Trie #1 Receipt
Trie ©

TELURIIIIR Z R 2 |7 XY Trie U472 Merkel Patricia Trie (MPT) iXFf4k
PELERE o TESEPRAGSEENH - ARV S5 DHRERT AN » 7E go-ethereum H—3LS2H T =#h
AFIF MPT /Y instance * 73532 * Trie ’ State Trie(Secure Trie) BAK Stack Trie ©
BT EE&AKRNERR 4 MPT (B AR - fEASCH BTN MPT BAR
ISR REATIAAT - OSBRI AT DL B AT R R I BERE ©

45
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MIAHK %2 1 Trie BRIERAZLEMN » BRI T Z A5 StateObject #dEHY
RF7 > DURAR AR CURD BREL © BRYE AT trie/trie.go SXMH o

State Trie &5t9 A5 L2t Trie H—ZE%E o B AR CURD ##1FHISEHIAR 2
AL Trie HEXBIRECRPUTH] o BERIENTE trie/secure_trie.go XA o HAT
StateDB H I Y Trie 2404 %45 2 J5 ) State Trie o iX> Trie thmt/2 A1 Wi
[) State Trie * ERME—I—12/F Trie &4 o 5 Trie M2 * Secure Trie 3K
Wi AH) Key-Value pair Hf) Key RYEHE#HTZ Sha BREMERIIH o X2 777 :0%
ERHE Key KM MPT & o

type StateTrie struct {

trie Trie

preimages *preimageStore

hashKeyBuf [common.HashLength]byte

secKeyCache map[string][]byte

secKeyCacheOwner *StateTrie // Pointer to self, replace the key cache on mismatch
}

RN 2 Secure Trie i Trie » I IAYAIENATTEE: 3 NEMN db LI £
HERIIT 0 BFRRE o ESERNZ— DR KE Prove FSEHL » FHFAEIXH
Trie BE X XHH > TiZNMT trie/proof.go X{H o

5.2 Trie €M

5.2.1 Read Operation
BAREEEE Trie B4 s AEHE R8T tryGet() BRECRSLBI] o

func (t *Trie) tryGet(origNode node, key []byte, pos int) (value []byte, newnode node, df
switch n := (origNode).(type) {
case nil:
return nil, nil, false, nil
case valueNode:
return n, n, false, nil
case *shortNode:
if len(key)-pos < len(n.Key) || !bytes.Equal(n.Key, key[pos:pos+len(n.Key)]) {
// key not found in trie
return nil, n, false, nil

}

value, newnode, didResolve, err = t.tryGet(n.Val, key, pos+len(n.Key))
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if err == nil && didResolve {
n = n.copy()
n.Val = newnode
}
return value, n, didResolve, err
case *fullNode:
value, newnode, didResolve, err = t.tryGet(n.Children[key[pos]], key, pos+1)
if err == nil && didResolve {
n = n.copy()
n.Children[key[pos]] = newnode
}
return value, n, didResolve, err
case hashNode:
child, err := t.resolveAndTrack(n, key[:pos])
if err !'= nil {
return nil, n, true, err

}
value, newnode, _, err := t.tryGet(child, key, pos)
return value, newnode, true, err

default:

panic(fmt.Sprintf("%T: invalid node: %v", origNode, origNode))

5.2.2 Insert

1E Trie ERAFTYRUZEE insert() BRECRLIIAY

func (t *Trie) insert(n node, prefix, key []byte, value node) (bool, node, error) {
fmt.Println("Out n:", &n)
if len(key) == 0 {
if v, ok := n.(valueNode); ok {
return !bytes.Equal(v, value.(valueNode)), value, nil

}

return true, value, nil
}
switch n := n.(type) {
case *shortNode:

matchlen := prefixLen(key, n.Key)

// If the whole key matches, keep this short node as is
if matchlen == len(n.Key) {

if !dirty || err != nil {
return false, n, err

}

dirty, nn, err := t.insert(n.Val, append(prefix, key[:matchlen]...), key[matchlen:], \
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return true, &shortNode{n.Key, nn, t.newFlag()}, nil
3
// Otherwise branch out at the index where they differ.
branch := &fullNode{flags: t.newFlag()}
var err error
_, branch.Children[n.Key[matchlen]], err = t.insert(nil, append(prefix, n.Key[:matchler
if err != nil {
return false, nil, err
}
_, branch.Children[key[matchlen]], err = t.insert(nil, append(prefix, key[:matchlen+1].
if err != nil {
return false, nil, err
}
// Replace this shortNode with the branch if it occurs at index 0.
if matchlen == 0 {
return true, branch, nil
}
// Otherwise, replace it with a short node leading up to the branch.
return true, &shortNode{key[:matchlen], branch, t.newFlag()}, nil

case *fullNode:
dirty, nn, err := t.insert(n.Children[key[0]], append(prefix, key[0]), key[1:], value)
if !dirty || err != nil {
return false, n, err

}

n = n.copy()

n.flags = t.newFlag()

n.Children[key[0]] = nn

return true, n, nil

case nil:
return true, &shortNode{key, value, t.newFlag()}, nil

case hashNode:
// We've hit a part of the trie that isn't loaded yet. Load
// the node and insert into it. This leaves all child nodes on
// the path to the value in the trie.
rn, err := t.resolveHash(n, prefix)
if err != nil {
return false, nil, err
}
dirty, nn, err := t.insert(rn, prefix, key, value)
if !dirty || err != nil {
return false, rn, err

}

return true, nn, nil
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64 ‘

65 ‘ default:

66 ‘ panic(fmt.Sprintf("%T: invalid node: %v", n, n))
i,

67

}

68

XEA—DNKT go IS HIAIR o TATAILIWIZEE] insert HMEATEH —MSEUE—
NEEAN n i) node KRR o HEBARE » 7£ switch IBEA)FFRITBT] T — XAt
RIS X

1 |switch n := n.(type)

EARAERIPRE n (95 XOFARE o ZXREIEE go R ATAR °

5.2.3 Finalize And Commit and Commit to Disk

1EH K21 leveldb H » KV £R77 12 Trie T &% <hash, node.rlprawdata> °
1t Geth H7 > Trie H AL BEHHY » M2 T Committer 1 Database P4
(AR BhZR 1 o

Trie.Commit --> Committer.Commit --> trie/Database.insert

B b HFEENLE > Trie B Commit HASERA Disk Database FI{E #
fTEM o Trie HIEHH12| Disk Database i > 2{K#i T trie/Database.Commit K%K
IV o BATTATLATE TS 2 PRECHREREIX A eR A VE A bk o

1 | func GenerateChain(config *params.ChainConfig, parent *types.Block, engine consensus.Engs
3 // Write state changes to db

4 root, err := statedb.Commit(config.ISEIP158(b.header.Number))

5 if err = nil {

6 panic(fmt.Sprintf("state write error: %v", err))

7 }

8 if err := statedb.Database().TrieDB().Commit(root, false, nil); err != nil {
9 panic(fmt.Sprintf("trie write error: %v", err))

10 }

11

2 |}
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5.2.3.1 State Trie WEH R 2EEER ?

State Trie HIFEHT > #H ZIEHRET State Trie HP-17 mUE B9 ZEAE T EHT L
& State Trie fJ Root fJ Hash {EfYIZE - HATIX —IE 24T JAH StateDB H1)
IntermediateRoot ERECKIERMY ©

BATM=AVKEE R KRB RF State Trie FEHTH R o

« Block £ ° fE—M¥1 Block Insert %/ Blockchain [ f2H > State Trie AJ&E
SREZRITEH o Eb4l - FE8R Transaction #0472 J5 ’ IntermediateRoot
PRECER A A o [AIR > B ¥7/5 1 State Trie 9 Root {H » 2#%5 A%l Transac-
tion XfAZHJ Receipt H o I » f/EJAH IntermediateRoot BREXIN @ BEHTSHY
{EAELL %A #37Z15 A% Disk Database H o [ILA ) State Trie Root /2
FFNFEFRREEEH BRI o HIEMW Trie 8B5S & > FEEF| triedB.Commit
BRI EAPRAT ©

» Transaction |2 41 LH#E2(Y » £ K Transaction H#UTZERNG * RS
Fi—Zk StateDB Y IntermediateRoot PR » SKEEHT State Trie o Ff HE4 T
J5 1 Trie i Root Hash 5 A %1% Transaction Xf W] Receipt # o IXHIE—TF
XF IntermediateRoot PREAHY  #£ IntermediateRoot FREE K » &%
BB Contract (1 Storage Trie 1 Root ©

« Instruction Z ° #4147 Contract 1 Instruction > FRSEHREM51 A State Trie
EEHT o Ehan > FrAT1E0%E » EVM 454 OpSstore 182 Contract I AILTE
fis o IXNELIAH T StateDB Hf setState PR%L » FFEZKIAH T X MY Sta-
teObject 1 setState PR%Y o StateObject H1f setState FREI:ILA H#%
Xf Contract Y Storage Trie #HATH T MR RKHELAIFEN RIRFAE T Sta-
teObject H 1 dirtyStorage H (dirtyStorage 2T %17 Storage Slot (&M
Key-Value Map). Storage Trie HJEE#1/2 H1 58 - E AR FH Afil 2 19 - bRgn
IntermediateRoot PR&Y > LUK StateDB.Commit BK%Y

5.3 StackTrie

StackTrie BAAMIE MPT 454 » (HRM L FIEN RS IS REHEIE > StackTrie
HHEBN— DML RS —HEEAERER © 40 > £ Block HfY Transaction Hash
BIB Receipt Hash #/EHET StackTrie ZERHY o X B EAEH — N EEMAIE] T o
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XAER > FIARHB AL T core/block_validator.go A ° 7E block validator FHEN T
— Z 550 E FH AU ER %L, L4l validateBody() # ValidateState() BRI o FRATEHL T
XA R EAYH AR — &R 53 > WNAR7R © O3 THIE Block A& %M > validateBody()
1 validateState() PRE(/T HITEAMET Block FHI2AEAY%EHE A% Transaction
1 Receipt IEF k5 Header H1fY TxHash 5 ReceiptHash o FATATLUR I > BRi %K
types.DeriveSha F&E — TrieHasher XAIISEL o (HZTE BV FHAIIHE - A1E A
TT—" trie.NewStackTrie FRINL & o JXZK A StackTrie SEHL T TrieHasher #
ERT A B =R A prLUOX R A 2 & 158 o FATTATUFE core/types/hashing.go
H$RE] TrieHasher HYE X © IXH DeriveSha AWM StackTrie HFINEMHE » IF R
&[] stackTrie fJ Root WA EFEEARIER o

func (v *BlockValidator) ValidateBody(block *types.Block) error {

if hash := types.DeriveSha(block.Transactions(), trie.NewStackTrie(nil)); hash != header
return fmt.Errorf("transaction root hash mismatch: have %x, want %x", hash, header.TxH:

}

func (v *Blockvalidator) ValidateState(block *types.Block, statedb *state.StateDB, receij

// Tre receipt Trie's root (R = (Tr [[H1, R1], ... [Hn, Rn]]))

receiptSha := types.DeriveSha(receipts, trie.NewStackTrie(nil))

if receiptSha != header.ReceiptHash {

return fmt.Errorf("invalid receipt root hash (remote: %x local: %x)", header.ReceiptHas

}

FIRS > FBATRT UL R > fEV8 H DeriveSha BRENAIRIE » FRATEREFS new — T
1Y StackTrie fENSEL o XML T » FEIX R4 StackTrie B EELERABZERK
UEF Proof » MASEIRE B RS State Trie —FEME—TFLE ©
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6.1 ik

A AT Bl I %t 7— K Account/Contract FIFEAREELER o fEATZR
MIFK#EZR— T Ethereum H1H—PMEAREIESL# Transaction © fEASCH » 3R]
$R2NMZZ B 50021 Ethereum Layer-1 Ef_EAZEIZLS) o

B 4% > Transaction /2 Ethereum HUTEIRIR(ERVEE /Y - & F SR NHEAT LD
TEH:

1. £ Layer-1 W44 /Y Account Z [Eli#1T Native Token HY#ENIK ©

2. fIJE@#HY Contract ©

3. JAH Contract =B HAr Contract HHRFA/LEHEEE [HHEH AL Accoun-
t/Contract (B HIEK%K ©

XEEATN Transaction FIIAETERILHYT FEIEAT— LeBIAMITKMFE © B 5% » Trans-
action HEEQIEEZ) (Contract) K/ > MAREH T AISMBIKF (EOA) © 55— > 41l
FUAH Contract Y HIREE > BATENE Transaction B  #HXMH > fTAS S
Account/Contract (B8 S HYIR/EER TR 2281 Transaction K T - 5= "X &
i) Transaction HAEHAMEIKF (EOA) #9% - Contract 2% A /ML R % Layer-
1 ZHARZGH o R SR EHITIERES » Contract £ A LUEIS #4)% internal
transaction K5 HMA)EL#HITR A {H2XH Internal transaction 5 A HEFIHY
Layer-1 2R G A AR » BIISTEZ FRETTNG o

52
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6.2 LegacyTx & AccessListTX & DynamicFeeTx

THEBRMREIFERAE PR E R T f— T Transaction HIEHES o Transac-
tion Z5HIAIE XAL T core/types/transaction.go H ° Transaction [IZEIALTR
iR o

type Transaction struct {
inner TxData // Consensus contents of a transaction
time time.Time // Time first seen locally (spam avoidance)

// caches

hash atomic.Value
size atomic.Value
from atomic.Value

MG E L HERATATLLE E] > Transaction IR ZIER AN > THESRT
AN RS HIE, TxData KRBT inner » Time KA time » LUK =™ atomic.Value 2£
Z4K) hash » size > MUK from o XHEBATFREE LT —T tnner XPMEE - HATS
Transaction B #AHCHYEHRER X M8 R GES -

HAT > TxData K82 — DM 2 ERYE AT R HERSFR o

type TxData interface {
txType() byte // returns the type ID
copy() TxData // creates a deep copy and initializes all fields

chainID() *big.Int
accessList() AccesslList
data() []byte

gas() uint64

gasPrice() *big.Int
gasTipCap() *big.Int
gasFeeCap() *big.Int
value() *big.Int
nonce() uinté64

to() *common.Address

rawSignatureValues() (v, r, s *big.Int)
setSignatureValues(chainID, v, r, s *big.Int)

}

XEER > FEHATRAR geth A (1.10.%) » #R4#E [EIP-2718][EIP2718] 7i%
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I JFERE) TxData BUEH AR 7 —1 interface @ MiAZEE X T BRI © X
FERVIRIHFAE T JG SRR B BEHHR] LA Transaction 88T 8 il R TG HIE
%o HAT > 78 Ethereum HE X T =H28 A Transaction K5I TxData JX M
Mo 42 BN A B A& SR B X =#P2K 841 Transaction 47 jll/2 * LegacyT °
AccessListTx » TxDynamicFeeTx o LegacyTx 4 8 X > ZJR#41) Ethereum [
Transaction &1t HATHIH L K7 FAEKT Ethereum Transaction £5F9 )Y
LR AR R AER A LegacyTx FUS5H o 1fii AccessListTX 2%k T EIP-2930(Berlin
53 X) B Transaction ° DynamicFeeTx ;2EIP-1550({& %% X) A2 J5 R ERIAR
Transaction °

(PS: B Ethereum (IR 15 R E #1127 Berlin 77 XINZ » A TN Lon-
don 73 X B EHT, 2022.3.10)

6.2.1 LegacyTIx
LegacyTx /& &R 4G HI AR A2 5 1 E S e

type LegacyTx struct {

Nonce uint64 // nonce of sender account

GasPrice *big.Int // wel per gas

Gas uint64 // gas limit

To *common.Address “rlp:"nil"" // nil means contract creation
Value *big.Int // wetl amount

Data [Ibyte // contract invocation input data

V, R, S *big.Int // signature values

}

6.2.2 AccessListTX

AccessListTx 7F LegacyTx 5:fifi -2 T ChainID #l AccessList XML& o

type AccesslListTx struct {

ChainID *big.Int // destination chain ID

Nonce uint64 // nonce of sender account
GasPrice *big.Int // wel per gas

Gas uint64 // gas limit

To *common.Address ‘rlp:"nil"" // nil means contract creation
Value *big.Int // wel amount

Data [Ibyte // contract invocation input data
AccesslList Accesslist // EIP-2930 access list

V, R, S *big.Int // signature values

}
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6.2.3 DynamicFeeTx

R IRATMZZ DynamicFeeTx 52 % ¥l > DynamicFeeTx HJE X HSmt 2 1E
LegacyTx/AccessListTX A& S A B FERAMHE I T GasTipCap 5 GasFeeCap
X TR o
type DynamicFeeTx struct {

ChainID *big.Int
Nonce uint64

GasTipCap *big.Int // a.k.a. maxPriorityFeePerGas

GasFeeCap *big.Int // a.k.a. maxFeePerGas

Gas uint64

To *common.Address “rlp:"nil"" // nil means contract creation
Value *big.Int

Data [Ibyte

AccesslList Accesslist

// Signature values

V *big.Int “json:"v"

R *big.Int “json:"r" gencodec:'"required"’

S *big.Int "json:"s" gencodec:"required"’

gencodec: "required"’

6.3 Transaction B 1T

Transaction FYHIT EEE LK AEEM D Workflow Hi:

1. Miner fEFTE#% Block Ff o thiF Miner £24% Block # Transaction (4TI
R PATE AR Transaction ©

2. H A AN Block #| Blockchain B o 245 m M 25 Hh W I 3 4K B 258 1Y
Block B} » ‘BfI12#47T Block Hf) Transaction @ SRHE B A State Trie Y
Root > 35 Block Header H'/ State Trie Root #£TLL%S » SREE Block HI&
Ptk o

—Z& Transaction $#47 > FIRESP K F|Z > Account/Contract FI{ERZL > &
ZHEN — P EZ ™ Account [1Y State FIE44F% o 7F Byzantium 73 X Z AT Geth Hix
A 8> Transaction #UTZ )5 » EEETHE —47A(HY State Trie Root * 5 A
FX Y Transaction Receipt H o IXFF & LUKYT 8 K FH I RIAIE T o BIZR5 2
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% Ethereum RSHUE A REIRESE R A BN B4 o 13238 {1 A] BE C&RIT P A R
T 0“9 Transaction #i<EH — State Trie Root” 7 NEN BT RAER
iHE (BB —X— MPT Path LHIFTA Node) Fis5 F44 (Hr4: ) MPT Node
B ARA I RE A FFAMEE] Level DB Hf) ? £51872 AR o RIIEAE Byzantium 77
Xz JG » fE— Block RIS iEfE #IHh RS H —HY State Root o FA 328 RT ATE
state_processor.go I E R ERLAVEIL o ;&% > —> Block HffiF Transaction
PUTHYEE SRS World State & ARSHAL o THIRATHRIRYE geth B VEH
K% > M Miner FIARIEZK—> Transaction 4 anfEHA

6.3.1 Transaction B Contract K AILTERER)

1£ Ethereum ' > 34 Miner FFaH 78 #7 09 X B BIIH% > B 55 < F 30 miner/-
worker.go A mainLoop() BREXL o BARRIEEELAT RFI7R ©

func (w *worker) mainLoop() {
// EEEZIZXRAIEE RN il
coinbase := w.coinbase
w.mu.RUnlock()
txs := make(map[common.Address]types.Transactions)
for _, tx := range ev.Txs {
acc, _ := types.Sender(w.current.signer, tx)
txs[acc] = append(txs[acc], tx)
}
// XEBFEE > i8S NewTransactionsByPriceAndNonce SREX—ERHHI Tx FHITH
txset := types.NewTransactionsByPriceAndNonce(w.current.signer, txs, w.current.header
tcount := w.current.tcount
//RRITEES
w.commitTransactions(txset, coinbase, nil)
}

1£ Mining #r[X AT » Worker B /o7 Z00E » WiLt Transaction ST HLEIHT
[ Block A o JX HL}%HY Transaction HIZZJ T M o B 7 txs BRLRTFE TN
Transaction Pool MEXFINETEN) » URERTFHHTENZ S o XBEZE ]+
KU 2 R HER T AL S o Lhan Alice /5K TH =N R B EIMLEH » XM
) Nonce 43772 100 #1101 » 102 ° 41 Miner HUgEI T 100 fl 102 525 A4
X+ F %I Transaction Pool i Nonce 100 HI%2 5t 2 HEREFHHTRINZ S » %
% Nonce 2 102 FEZERF Nonce 101 FI%E BTN Z JG A REIRAS o
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1€ Worker 2 M Transaction Pool FEHE T transaction, W{EL txs 2 /5,

SRJG A NewTransactionsByPriceAndNonce PRI%{% & Gas Price #1 Nonce X txs 1T
HEF » HBeS BIRESS teset o HEAME Worker BSEF]H » JETFE fillTransactions
PRE N T ARREFHIMERZ Transaction HIHITIRF#HITHER ©

1EE% txset 2 J5 * mainLoop FRE(ZAA commitTransactions PR#L @ IEHEA

Mining # [XHFRFE © commitTransactions BREAN FA7R ©

func (w *worker) commitTransactions(txs *types.TransactionsByPriceAndNonce, coinbase comr

// Bités Block REHRARIMUFEADN Gas BILEFR
gasLimit := w.current.header.GasLimit
if w.current.gasPool == nil {
w.current.gasPool = new(core.GasPool).AddGas(gasLimit)
// REEEERZR—D For 1B
for{
// params.TxGas &R J transaction BEMER/VH Gas =
// w.current.gasPool.Gas() RILGRERE AT block FISRRILUEB Gas BY Quota > MIRFIRHA
if w.current.gasPool.Gas() < params.TxGas {
log.Trace("Not enough gas for further transactions", "have", w.current.gasPoc

}

tx := txs.Peek()

if tx == nil {
break

}

// BB Transaction HITINIE
logs, err := w.commitTransaction(tx, coilnbase)

}

commitTransactions BRE(M F (K ZE— for BN BRIKENGE KT Rk

Y txs.Peek() Y transaction ’ I 1E = %014 F K %{ miner/worker.go HJ
commitTransaction() ° commitTransaction() K& N R o

func (w *worker) commitTransaction(tx *types.Transaction, coinbase common.Address) ([]*ty

// TEBRX commitTransaction HITRIEPEICR XA StateDB BY Snapshot, —BRZITRIKNI:
// TODO StateDB GN{AIEITIRER (Snapshot) FEIREY

snap := w.current.state.Snapshot()

// VAR¥IT Transaction HIK%

receipt, err := core.ApplyTransaction(w.chainConfig, w.chain, &coinbase, w.current.g:
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Blockchain %%t #J Transaction 1 DBMS H1fJ Transaction —#f > %
LSE B 2 R o AT LULE A F R AT Transaction YRR ERT > B EiER T —F
A7 world state HJ Snapshot® H T 225 KW [ER##:1F - ZJ51VHH core/s-
tate_processor.go/ApplyTransaction() FK%g o

func ApplyTransaction(config *params.ChainConfig, bc ChainContext, author *common.Addres:
// & Transaction ¥1EJ/3 Message WIFZTX
msg, err := tx.AsMessage(types.MakeSigner(config, header.Number), header.BaseFee)
if err !'= nil {
return nil, err
}
// Create a new context to be used in the EVM environment
blockContext := NewEVMBlockContext(header, bc, author)
vmenv := vm.NewEVM(blockContext, vm.TxContext{}, statedb, config, cfg)
// ARAMIT Contract BIEKIEL

return applyTransaction(msg, config, bc, author, gp, statedb, header.Number, header.t

£ ApplyTransaction() F%(H %% Transaction & #i % Message HITE
I o fEHUTH—1 Transaction HYIHE > #BXARR—HTHY EVM KT ° 25T
core/state_processor.go/applyTransaction() FECRH/T Message °

func applyTransaction(msg types.Message, config *params.ChainConfig, bc ChainContext, aut

// Apply the transaction to the current state (included in the env).
result, err := ApplyMessage(evm, msg, gp)

ZJEA M core/state_transition.go/ApplyMessage() BF%L o

func ApplyMessage(evm *vm.EVM, msg Message, gp *GasPool) (*ExecutionResult, error) {
return NewStateTransition(evm, msg, gp).TransitionDb()

}

2 JEVAH core/state_transition.go/TransitionDb() FK#L ©

func (st *StateTransition) TransitionDb() (*ExecutionResult, error) {

ret, st.gas, vmerr = st.evm.Call(sender, st.to(), st.data, st.gas, st.value)
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ZJEVEH core/vm/evm.go/Call() EK%k ©

func (evm *EVM) Call(caller ContractRef, addr common.Address, input []byte, gas uint64, \

// Execute the contract
ret, err = evm.interpreter.Run(contract, input, false)

ZJ5 VA core/vm/interpreter.go/Run() BF%K o

// Run loops and evaluates the contract's code with the given input data and returns
// the return byte-slice and an error i1f one occurred.
func (in *EVMInterpreter) Run(contract *Contract, input []byte, readOnly bool) (ret []byt

cost = operation.constantGas // for tracing
// UseGas BKEX . YRIEIRM gas quota JBZE input BT o
// ®IHRM gas 'INF input BHIZR[E] false
// SMHEIH gas quota WZE input FH3R[E true
if !contract.UseGas(operation.constantGas) {
return nil, ErrOutOfGas

}

// execute the operation
res, err = operation.execute(&pc, in, callContext)

TEE AR ER 2T » 81 opeode &N core/vm/jump_table.go H1HY exe-
cute FREL o JX E{ES 2RV © FKHL Contract 4455 Operate Y75 2 M Contact
) code BUEHHIZIEEE n DNEHL ©

// GetOp returns the n'th element in the contract's byte array
func (c *Contract) GetOp(n uint64) OpCode {

return OpCode(c.GetByte(n))
}

// GetByte returns the n'th byte in the contract's byte array
func (c *Contract) GetByte(n uint64) byte {
if n < uint64(len(c.Code)) {
return c.Code[n]

3

return 0

}
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OPCODE W EASZEI{RL AT core/vm/instructor.go X+ o LE4 » Xf Con-
tract FRALEIEE L OPSSTORE 52 HSLHIN. T opStore() BRELH < Tfii op-
Store [¥EEE B R ER/E X Z2IH A T StateDB FA) SetState %L > ¥ Go-ethereum
FREY LA R TR o

func opSstore(pc *uint64, interpreter *EVMInterpreter, scope *ScopeContext) ([]byte, errc
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loc := scope.Stack.pop()
val := scope.Stack.pop()
//IRIEIE S IR FMEDR StateDB FE—FHEMENE °

return nil, nil

}
//core/state/stateDB
stateObject := s.GetOrNewStateObject(addr)
if stateObject != nil {
stateObject.SetState(s.db, key, value)

}
}

![Transaction Execution Flow](../figs/02/tx_execu_flow.png)

![Transaction Execution stack Flow](../figs/04/tx_exec_calls.png)

## WIET S 2T Transaction FE#H World State

MXFAES5S Mining B9 S > 11T Block A Transaction BIARTE core/blockchain.go H

““go

// the processor (coinbase) and any included uncles.

/1

var (
receipts types.Receipts
usedGas = new(uint64)

header = block.Header ()

interpreter.evm.StateDB.SetState(scope.Contract.Address(),loc.Bytes32(), val.Bytes32(

func (s *StateDB) SetState(addr common.Address, key, value common.Hash) {

WNF—RPASHURBNRS » ERUAKTFEEN StatedB AYIE(IE o B DAMREEAXR > BITR

// Process processes the state changes according to the Ethereum rules by running
// the transaction messages using the statedb and applying any rewards to both

// Process returns the receipts and logs accumulated during the process and

// returns the amount of gas that was used in the process. If any of the

// transactions failed to execute due to insufficient gas it will return an error.

func (p *StateProcessor) Process(block *types.Block, statedb *state.StateDB, cfg vm.Confi
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blockHash = block.Hash()

blockNumber = block.Number()

allLogs [I*types.Log

ap = new(GasPool).AddGas(block.GasLimit())

)

// Mutate the block and state according to any hard-fork specs

if p.config.DAOForkSupport && p.config.DAOForkBlock != nil && p.config.DAOForkBlock.Cmp(
misc.ApplyDAOHardFork(statedb)

}

blockContext := NewEVMBlockContext(header, p.bc, nil)
vmenv := vm.NewEVM(blockContext, vm.TxContext{}, statedb, p.config, cfg)
// Iterate over and process the individual transactions

for 1, tx := range block.Transactions() {
msg, err := tx.AsMessage(types.MakeSigner(p.config, header.Number), header.BaseFee)
if err !'= nil {

return nil, nil, 0, fmt.Errorf("could not apply tx %d [%v]: %w", i1, tx.Hash().Hex(), e
}
statedb.Prepare(tx.Hash(), 1)
/[0y 5 Mining # Commit Transaction R[F) » Process TEYMEREIR Block HHY Transaction
receipt, err := applyTransaction(msg, p.config, p.bc, nil, gp, statedb, blockNumber, bT
if err !'= nil {
return nil, nil, 0, fmt.Errorf("could not apply tx %d [%v]: %w", 1, tx.Hash().Hex(), e
}
receipts = append(receipts, receipt)
allLogs = append(allLogs, receipt.lLogs...)
}
// Finalize the block, applying any consensus engine specific extras (e.g. block rewards
p.engine.Finalize(p.bc, header, statedb, block.Transactions(), block.Uncles())

return receipts, allLogs, *usedGas, nil

6.3.2 Background of State-based Blockchain

« State-based Blockchain A% 3= 2 i 4 &R 70 Y EUE & B B ZH 5k - World
State F1 Blockchain ©

» State Object ZHRGiH AT K-V AL EHE TR © /£ Ethereum H* » State

Object /& Account ©

World State %7 T System H1ffi5 State Object [E#T{EN—1 Snapshot *°

« Blockchain J&AHN A R BHE S » S & 7 T Transaction °
Blockchain R LIRS 77 5248 5 B HIH & o
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« Transaction & Blockchain System A5 A& EHE H#TH9EMK o 283 Transac-
tion > State Object M\ 4 ATIRAYIHAF 55 — RS ©
» World State A& #1214 Block Ay AzHY o

6.3.3 Read Transaction from Database

MIRAAEFE IS Transaction # Hash # i — Transaction E{AKEGE I
fez > _EJER) API =18 H eth/api_backend.go H[Y GetTransaction() K% @ HE®RZKH
7T core/rawdb/accessors_indexes.go Y ReadTransaction() ERECRE M o

1 ‘func (b *EthAPIBackend) GetTransaction(ctx context.Context, txHash common.Hash) (*types.T
2 ‘ tx, blockHash, blockNumber, index := rawdb.ReadTransaction(b.eth.ChainDb(), txHash)
‘ return tx, blockHash, blockNumber, index, nil

}

3
4

XEESFERENE  fF12HK Transaction HJ{E > ReadTransaction() PRENE S
IREL T f#771% Transaction K%L Block body > H1&#R#&/71% Block Body H3KEX
ZIX Y Transaction © IXJZF N » B FR Transaction 2 1F AN — MR EHESE
(Transaction Hash FJLURUE Transaction BJME—M) » (HETES ABHEERINFR 2
#4418 Block Body MBI T HE A F| Database H1Y o EARRHS1Z 5 AT
MAEFE core/rawdb/accesssor_chain.go FFHYJ WriteBlock() F1 WriteBody() PR%Y o

1 | func ReadTransaction(db ethdb.Reader, hash common.Hash) (*types.Transaction, common.Hash.
> | blockNumber := ReadTxLookupEntry(db, hash)

3 | 1f blockNumber == nil {

4 return nil, common.Hash{}, 0, 0

5| 3

6 | blockHash := ReadCanonicalHash(db, *blockNumber)
7 | if blockHash == (common.Hash{}) {

8 return nil, common.Hash{}, 0, 0

o | }

10 body := ReadBody(db, blockHash, *blockNumber)

u | if body == nil {

12 log.Error("Transaction referenced missing", "number", *blockNumber, "hash", blockHash)
13 return nil, common.Hash{}, 0, 0

14 }

15 | for txIndex, tx := range body.Transactions {

16 if tx.Hash() == hash {

7 return tx, blockHash, *blockNumber, uint64(txIndex)

18 }

19 | }

20 | log.Error("Transaction not found", "number", *blockNumber, "hash", blockHash, "txhash",
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21 ‘ return nil, common.Hash{}, 0, 0

22 |}
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7.1 Block

7.1.1  EREEHESE

type Block struct {
header *Header
uncles [ J*Header
transactions Transactions
hash atomic.Value
size atomic.Value
td *big.Int
RecelvedAt time.Time
ReceivedFrom interface{}

type Header struct {

ParentHash common.Hash “json:"parentHash"
UncleHash  common.Hash “json:"sha3Uncles"
Coinbase common .Address " json:'"miner"

Root common .Hash “json:"stateRoot"

TxHash common .Hash “json:"transactionsRoot"
ReceiptHash common.Hash “json:"receiptsRoot"
Bloom Bloom “json:"logsBloom"
Difficulty *big.Int “json:"difficulty"

64

gencodec:
gencodec:
gencodec:
gencodec:
gencodec:
gencodec:
gencodec:
gencodec:

"required"’
"required"’
"required"’
"required"’
"required"’
"required"’
"required"’
"required"’
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Number *big.Int *json:"number" gencodec:"required"’
GasLimit uint64 “json:"gasLimit" gencodec: "required"’
GasUsed uint64 “json:"gasUsed" gencodec: "required"’
Time uint64 “json:"timestamp" gencodec: "required"’
Extra []byte “json:"extraData" gencodec:"required"’
MixDigest  common.Hash “json:"mixHash""

Nonce BlockNonce “json:"nonce""’

// BaseFee was added by EIP-1559 and is ignored in legacy headers.
BaseFee *big.Int "json:'"baseFeePerGas" rlp:"optional"®

7.2 Blockchain

7.2.1  FEREEHESEH

type BlockChain struct {
chainConfig *params.ChainConfig // Chain & network configuration
cacheConfig *CacheConfig // Cache configuration for pruning

db ethdb.Database // Low level persistent database to store final content in
snaps *snapshot.Tree // Snapshot tree for fast trie leaf access

triegc *prque.Prque // Priority queue mapping block numbers to tries to gc
gcproc time.Duration // Accumulates canonical block processing for trie dumping

// txLookupLimit is the maximum number of blocks from head whose tx indices
// are reserved:

// * 0: means no limit and regenerate any missing indexes

// * N: means N block limit [HEAD-N+1, HEAD] and delete extra indexes

// * nil: disable tx reindexer/deleter, but still index new blocks
txLookupLimit uint64

hc *HeaderChain
rmLogsFeed event.Feed
chainFeed event.Feed

chainSideFeed event.Feed
chainHeadFeed event.Feed

logsFeed event.Feed
blockProcFeed event.Feed
scope event.SubscriptionScope

genesisBlock *types.Block

// This mutex synchronizes chain write operations.
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// Readers don't need to take it, they can just read the database.

chainmu *syncx.Clos

ableMutex

currentBlock atomic.Value // Current head of the block chain
currentFastBlock atomic.Value // Current head of the fast-sync chain (may be above the |

stateCache state
bodyCache *1ru
bodyRLPCache *1lru
receiptsCache *1lru
blockCache *lru
txLookupCache *1lru
futureBlocks *1lru

wg sync.
quit chan

running int32
procInterrupt int32

engine consensu

.Database //

.Cache //
.Cache //
.Cache //
.Cache //
.Cache //
.Cache //

WaitGroup //
struct{} //
/1
//

s.Engine

State database to reuse between imports (contains state

Cache for the
Cache for the
Cache for the
Cache for the
Cache for the
future blocks

most
most
most
most
most

recent block bodies

recent block bodies in RLP encoded fc
recent receipts per block

recent entire blocks

recent transaction lookup data.

are blocks added for later processing

shutdown signal, closed in Stop.
0 if chain is running, 1 when stopped
interrupt signaler for block processing

validator Validator // Block and state validator interface

prefetcher Prefetch

er

processor Processor // Block transaction processor interface

forker *ForkCho
vmConfig  vm.Confi

ice
g
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8.1 Wik

TERTHERE T FATEZ1 18 TIELUKY H Transactions /2 M Transaction
Pool H' > # Validator/Miner I THUEFT L - SRR IEIEX PLBED © AR - BRI
[ @2 » Transaction J2/E2 473 A% Transaction Pool FHINE ? F T R EE 77
37 BB —RIRIFE RN s T ELAF Y Block » B SCKE B 2 & 5 2 X HUE i 25
HANT ACE > H AT Blockchain &2 —EMIE ? SEATES » BATHORER
— N W RUB AR XN #E I Transaction 1 Block fJ °

8.2 geth TRAERMARPIZZM ?

TERTAINE T BATEEHEE] > Geth 11 SH R AN 2 Node K8 » 157
W R = PO AE o R A SC RO R A - B s S B DA R R 1 RVEIE R AT AT
KM JF5h RPC AT o 1 58 BAREE B 5528 A B (lifecycle) FYBRIEK #1552 HH fS i
Service SZfj Ethereum il LesEthereum RSZERHY ©

JE MAE eth/backend.go H'iY Ethereum f2 4 7" — 21 AT A HIARSS B4E © Tx-
Pool %25 ith > Miner #it » IR » APT AR5 DU f#AT M P2P ¥4 Hh 3R ER %K
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P2 o LesEthereum FEMt THE AT M HIIRSS o T4 AT R DO REAH AT 8270 > £E
XEBERNIARSZ 3 o Ethereum SRR E XU FHTR ©

type Ethereum struct {
config *ethconfig.Config

txPool *txpool.TxPool
blockchain *core.BlockChain
handler *handler // (1 E0Z0 SR

ethDialCandidates enode.Iterator
snapDialCandidates enode.Iterator

merger *consensus.Merger

chainDb ethdb.Database // Block chain database

eventMux *event.TypeMux

engine consensus.Engine

accountManager *accounts.Manager

bloomRequests chan chan *bloombits.Retrieval // Channel receiving bloom data reti
bloomIndexer *core.ChainIndexer // Bloom indexer operating during bi

closeBloomHandler chan struct{}

APIBackend *EthAPIBackend

miner *miner.Miner

gasPrice *big.Int

etherbase common.Address

networkID uint64

netRPCService *ethapi.NetAPI

p2pServer *p2p.Server

lock sync.RWMutex // Protects the variadic fields (e.g. gas price and etherbase)
shutdownTracker *shutdowncheck.ShutdownTracker // Tracks if and when the node has sht

IXBRAEISHREE— T » {£ Geth UG > A/ DHTTHIE A backend XM RS > K
f51X Ethereum © {HJ2 » thF1E—LLRAGH A backend K451X ethapi.Backend #% [ ©
TEIX B BATAT LU — R X 53 » Ethereum SASTAES T rid fovifi A A= i & S EK BRI 45 0 Bl
Miner (/55554 o i ethapi.Backend £ T B 242 x4 LS54 0 fHilan#s
WIXIRANZZ 5 HPIRES o B AT DURSE b N SORHIKT backend BARFEAAURT R T4
£ geth BAAEEI—EH1EE] > Ethereum ZFE Geth FaIHISLHNER  FESLFME
Ethereum FYIEFEH » SR O — 1 APIBackend *EthAPIBackend MUK AAE & @ B2
ethapi.Backend [ o
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9.2 RBMMBELGH

Transaction Pool FEHHNHNIFHEF ° Pending F1 Queue ZHAK o ELKRE 4N
RHR ©

type TxPool struct {

config Config

chainconfig *params.ChainConfig
chain blockChain

gasPrice *big.Int

txFeed event.Feed

scope event.SubscriptionScope
signer types.Signer

mu sync.RWMutex

istanbul bool // Fork indicator whether we are in the istanbul stage.

shanghail bool // Fork indicator whether we are in the Shanghai stage.

69

eip2718 bool // Fork indicator whether we are using EIP-2718 type transactions.
eip1559 bool // Fork indicator whether we are using EIP-1559 type transactions.
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currentState *state.StateDB // Current state in the blockchain head
pendingNonces *noncer // Pending state tracking virtual nonces
currentMaxGas uint64 // Current gas limit for transaction caps

locals *accountSet // Set of local transaction to exempt from eviction rules
journal *journal // Journal of local transaction to back up to disk

pending map[common.Address]*list // All currently processable transactions
queue  map[common.Address]*1list // Queued but non-processable transactions
beats map[common.Address]|time.Time // Last heartbeat from each known account
all *TLookup // All transactions to allow lookups
priced *pricedlList // All transactions sorted by price
chainHeadCh chan core.ChainHeadEvent

chainHeadSub event.Subscription

reqResetCh chan *txpoolResetRequest

reqPromoteCh chan *accountSet

queueTxEventCh chan *types.Transaction

reorgDoneCh chan chan struct{}

reorgShutdownCh chan struct{} // requests shutdown of scheduleReorgloop

wg sync.WailtGroup // tracks loop, scheduleReorglLoop

initDoneCh chan struct{} // is closed once the pool is initialized (for tests)

changesSinceReorg int // A counter for how many drops we've performed in-between reoi

9.3 RHtBIPRF

R ML E T — S ECR RGN 5 1) Size » MUK #EA™ Transaction Pool
TR ZE 5 SR o M35 MR 4P Y22 5l JE A BERTIN S » 2252
7 /#Z (Discard/Evict) —#7r 25 o XHEIEE @ #UEMRNRZ 5@ HH 2 Re-
mote Transaction ’ [fii Local Transaction % &R FoK ©

ST AR RR B = EF I REUE txPricedList.Discard() ©

Transaction Pool 5| A 7 —"N4H txslotSize 1 Metrics fERIHE— N AIE
o Y20 o BAT 0 txSlotSize HIERZ 32 * 1024 - MR G 2D EE—1
txSlot * FAAE AT FHPID txSlotSize * txMaxSize = 4 * txSlotSize = 128 KB o ffih)
W AR - YR K/ NRE 32KB » BAESHIE— txSlot © [FN »
—NEIERNAR S A2 128KB KR/
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FRIRIIARIRE > B RZ R F 4096+1024 D225 > HiAh Pending X {77
4096 I txSlot MR 5 » Queue XRZIRTF 1024 1 txSlot FFEIIZZ S o
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